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Attachment E: PSMBSC Terms of Reference

Role

Public Safety Mobile Broadband Steering Committee

Terms of Reference

The Commonwealth Attorney-General and Minister for Broadband, Communications and the
Digital Economy established this Committee to:

1

Provide a report to Commonwealth, State and Territory Ministers and to the
Standing Council for Police and Emergency Management (SCPEM) on the most
effective and efficient way for Australia’s public safety agencies to obtain a reliable
and robust mobile broadband capability that meets their operational requirements
and the potential for allocation of radio-frequency in this regard, and

2 Work with the Australian Communications and Media Authority (ACMA) as part of
its review of the 805 MHz to 890 MHz frequency range (the 800 MHz band), to
identify a suitable amount of spectrum necessary to meet foreseeable operational
needs.

Function

In preparing its report, the Committee will undertake the following:

The identification of the operational and technical requirements of public safety
agencies for a new mobile broadband capability to support their operations

A consultative process between Australian public safety agencies and the ACMA,
the outcomes of which will feed into the ACMA’s current review of spectrum in the
800 MHz band, to identify a suitable quantum of spectrum suitable for an effective
and efficient nation-wide public safety mobile broadband communications capability

The development of a national implementation plan agreed to by all jurisdictions
(the Plan) to utilise a possible allocation of spectrum from the 800 MHz band for the
deployment of an interoperable national mobile broadband capability for public
safety agencies. The Plan will:

o  Demonstrate how an allocation of spectrum from the 800 MHz band to public
safety agencies would be used effectively and efficiently to deploy a national
mobile broadband capability within a reasonable timeframe of the spectrum
becoming available

o  Include a proposed business model that addresses issues associated with the
design, building, maintenance, and operation of a network necessary to deliver
this capability

o} Include agreement among all jurisdictions on funding arrangements for the
nation-wide capability, including all costs associated with design, building,
maintenance and operation, and
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0 Include recommendations for appropriate funding charges that the public
safety agencies will pay for the use of any allocated spectrum

. The consideration of altermate solutions to enable public safety agencies’
requirements for mobile broadband, which could serve as a fallback option if, for
any reason, the public safety agencies are not in a position to agree on an
implementation plan or are unable to take up a possible allocation of spectrum, and

. A consultation process with industry stakeholders on this capability.

The Committee will also consider relevant progress of the Senate Environment and
Communications References Committee Inquiry into The capacity of communication
networks and emergency warning systems to deal with emergencies and natural disasters,
which is due to report on 2 November 2011.

Accountability

The Committee will report to relevant Ministers and to the SCPEM.
Leadership and Administration

The Committee will be co-chaired by:

o The Deputy Secretary, National Security and Criminal Justice Group, Attorney-
General’s Department (AGD), and

. The Deputy Secretary, Digital Economy and Services Group, Department of
Broadband, Communications and the Digital Economy (DBCDE).

The work of the Committee will be conducted through a combination of face-to-face and
out-of-session meetings (including videoconferences and/or teleconferences).

Membership
The Commuttee will comprise senior officials representing the following:
. AGD
. DBCDE
. ACMA
. The Australian New Zealand Policing Advisory Agency
. The Australasian Fire and Emergency Service Authorities Council
J The Council of Ambulance Authorities
. The Law Enforcement and Security Radio Spectrum Committee
. The National Coordinating Committee for Government Radiocommunications
. The National Counter-Terrorism Committee
. The National Emergency Management Committee

. The SCPEM Policing Senior Officers Group, and
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. Council of Australian Governments Senior Officials Group

Additional Members, Advisers and/or Observers may attend meetings of the Committee, with
the agreement of both co-chairs, as required.

Secretariat Support

AGD will provide secretariat services to the Committee with assistance from DBCDE as
required.

Reporting

The Committee will report to relevant Ministers and to the SCPEM by 29 February 2012.
Review

The Committee’s Terms of Reference may be reviewed and amended at the discretion of the
co-chairs and agreement of the majority of Members, with advice on resulting changes to be
provided to the Attormey-General and Minister for Broadband, Communications and the
Digital Economy.

Committee cessation

The Committee will cease to operate after its report has been delivered or as otherwise
agreed.

Funding

Each member will be responsible for funding their support to the work of the Committee,
including participation at meetings.
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Spectrum for public safety agencies

Joint Media Release

Attorney-General
Minister for Emergency Management
The Hon Nicola Roxon MP

Minister for Broadband, Communications and the Digital Economy
Senator The Hon Stephen Conroy

29 October 2012

Australia's police, fire, ambulance and emergency services will have greater access to effective communication channels during disasters following the
announcement today that 10MHz of spectrum will be available to the States and Territories as a dedicated channel for emergency services.

Attorney-General Nicola Roxon and Minister for Broadband, Communications and the Digital Economy Stephen Conroy said this important boost to
Australia's emergency response infrastructure follows a request by the Government to the Australian Communications and Media Authority (ACMA) for a
dedicated emergency services spectrum.

“We';re focused on ensuring our emergency response agencies have the tools they need in an emergency," Ms Roxon said

“Ensuring authorities can communicate effectively on a reliable network during a disaster is critical and the decision by ACMA to dedicate part of our
communications network to emergency services is a welcome one.

“The Commonwealth will now commence negotiations with the States and Territories to reach agreement ahead of the Standing Council on Police and
Emergency Management in November.

“The implementation of this network is a long term project that will occur over coming years and once operational it will assist State and Territory
emergency services to respond faster and more effectively to disasters."

Minister for Broadband, Communications and the Digital Economy Stephen Conroy explained that the ACMA has identified 10MHz of spectrum in the
800 MHz band.

“The Government considers the allocation of spectrum from the 800 MHz band to be the best option to meet the communication needs of our public
safety agencies," Senator Conroy said.

The Government's offer to the States of the spectrum will be at a negotiated price and conditional on a number of factors, including:

the capability being nationally interoperable
the States and Territories funding all costs associated with designing, building, equipping, maintaining and operating the capability; and
an agreement to provide reasonable access to State and Territory networks by relevant Commonwealth agencies.

Media contacts:

Attorney-General's Office: 02 6277 7300
Minister Conroy's Office: 0408 258 457
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New spectrum for
emergency services

ACMA media release 40/2013 - 6
June

As part of implemnenting its strategic approach
{http://www.acma.gov.au/theACMA/the-acma-{o-deliver-
a-multi-layered-spectrum-golution) to the future needs of
Australia's public safety agencies (PSA), the Australian
Communications and Media Authority has developed a
class licence (http://www.comiaw.gov.au/Details
/F2013L 00827) that provides nationwide accass to 50
MHz of spectrum in the 4.9 GHz band. This spectrum is
capable of extremely high capacity, short range, instantly deployable data and video communications.

‘PSA rely heavily on a broad range of radiocommunications services to carry out their responsibilities,’ said ACMA
Chairman, Chris Chapman. ‘The 4.9 GHz band is part of a multi-layered approach that the ACMA has undertaken to
meet the wide-ranging spectrum needs of PSA. The spectrum being provided to PSA comes from a number of
frequency bands and offers a level of flexibility and interoperability that is frankly unprecedented. This will provide the
basis for a state of the art, public safety communications ecosystem intended to serve the voice, data and video
communications needs of public safety agencies well into the future.

“This class licence will support our PSA in deploying a wide range of applications,” Mr Chapman added. ‘The expecied
use of the band will be primarily to support mobile and point-to-multipoint applications, especially in situations where
there is a localised spike in data demand such as around an incident site. The flexibility of the class licence will also
provide for the deployment of temporary fixed links, such as video surveillance backhaul and data linking from airborne
platforms.’

The 4.9 GHz band is alsc identified internationally for public protection and disaster refief applications. This means that
there is an established, international market for standardised, public safety-grade equipment for this band (including
WiFi, WIMAX and video transfer systems).

Being subject to a class licence regime means that none of these applications will need individual licences. Class
licensing is appropriate for this band, given that the short propagation distances at these frequencies provide for a high
degree of freguency reuse with a low risk of causing mutual interference. This aliows for ad-hoc, unplanned
deployments, which is important to the work of PSA, and adds a significant degree of flexibility during emergency
responses and disaster recovery activities.

For more infermation or to arrange an interview, please contact: Blake Murdoch, on (02) 9334 7817, 0434 567 391 or
media@acma.gov.au (mailto:media@acma.gov.au).

Backgrounder

Radio networks are a critical component of public safety operations. The requirements of PSA are generally different
l1of3 6/06/2013 12:51 PM
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- from other types of networks, including the day to day requirements of commercial mobile networks. These unigue
requirements directly affect how networks are designed and dimensioned. Different scenarios require different levels of
coverage, capacity and availability. Demand for bandwidth by public safety operators can vary greatly by time, location
and between agencies.

PSA have historically relied on narrowband (particularly voice) communications to support their operations. This has
been primarily delivered through dedicated land mobile systems. In 2008, the ACMA commenced an extensive
examination of PSA needs in this space through a wide-ranging review of the 400 MHz band. This resufted in an
expansion of public safety spectrum resources and an unprecedented framework for national interoperability. Voice
communication stilt remains the core communications capability for PSA.

At the same time, agencies have understandably identified a growing need for data capabilities to take advantage of
digital technologies that have the capacity to significantly enhance a wide range of operational functions. i+igh speed,
mobile data capabilities that can be relied upon in adverse situations and are intercperable between different agencies
and jurisdictions are becoming increasingly necessary in public safety operations. For several years, the ACMA has been
gxploring how best to meet these needs.

With this in mind, the ACMA has indentified 50 MHz of spectrum from the 4840-4990 MHz frequency range (the 4.9
GHz band), which will provide very high speed, short range on-demand capacity {0 areas of high activity to support a
wide range of uses. This band is internationally harmonised for public protection and disaster refief (PPDR)
communications by the International Telecommunication Union (ITU).Harmonisation for the 4.9 GHz band wil ensure
international interoperability (when needed) and eguipment economies of scale.

In addition, the ACMA has worked closely with the Public Safety Mobile Broadband Steering Committee (PSMBSC),
which was established in May 2011 to identify opticns for how spectrum from the 800 MHz band could be used to
implement a nationally-interoperable mobile broadband capability for PSA.

This importance of realising a broadband capability for PSA has been reflected in the ACMA’s close engagement with
the work of the PSMBSC. A significant body of work has been undertaken by the PSMBSC in gathering user
requirements and determining the most efficient and cost-effective ways to deliver the capability. The ACMA took an
evidence-informed approach, undertaking a rigorous evaluation of the various PSA and manufacturer submissions and
other data collected throughout the PSMBSC process, and dimensioned it against the capabilities and constraints
inherent in the current 4G Long Term Evolution {LTE) standard, to determine an appropriate amount of spectrum from
the 800 MHz band. This should enable a scalable Public Safety Mobile Broadband (PSMB) capability that would meet
PSA needs, with sufficient headroom to allow for future growth in data demand. The PSMB capability will be available
over a wide-coverage area, which will likely be achieved through a combination of deploying infrastructure using 10 MHz
in the 800 MHz band being provided by the ACMA, and with the obvicus potential to significantly leverage this through
the utilisation of commercial networks.

Figure 1 provides a conceptual overview of how providing spectrum from these three bands will combine to form a
holistic strategy to meet PSA future voice, data and video communications needs. The development and deployment of
multi-layered, integrated networks will deliver the necessary flexibility, interoperability and capacity to operators where
and when nesded. The resuli will be an unprecedented level of situational awareness and interoperability, and a
substantial operational advantage for PSA to carry out their duties.

Figure 1 - Conceptual depiction of muiti-band layering

There is no ‘single band’ solution for meeting all of the mobile communications requirements of PSA. Integrating a
layered—or 'system of systems’ —architeciure provides a flexible way of mesting the current and future
radiocommunications needs of PSA. The ACMA will continue to work with PSA on developing an appropriate licensing
framewaork o support PSA requirements.

Consultation

The ACMA received six submissions in response to the consultation paper, Proposed class licence in the 4.9 GHz band
for public safety agencies. The submissions received in response to the consultation paper indicated that stakeholders
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were generally supportive of the proposals. More
information about the consultation process can be found

on the ACMA website (http://www.acma.gov.au
/theACMA/Consultations/Consultations/Current

/submissions-to-proposed-class-licence-in-4-9-
ghz-band---public-safety-agencies).

Last updated: 06 June 2013

© 2013 The Australian Communications and Media Authority
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ACMA rhédia release 81/2012 — 29. Octoberm

29 October 2012 [_'_

The ACMA to deliver a multi-layered
spectrum solution to support public safety mobile broadband
capability

The Australian Communications and Media Authority today announced its strategic approach to meeting the very
important future spectrum needs of Australia’s public safety agencies. The cornerstone of the approach is the
provision of an additional 60 MHz of spectrum across a number of bands to facilitate the deployment of high-speed,
nationally interoperable mobile broadband networks by the agencies.

‘Australia’s public safety agencies are critical to the safety and security of the community,” said ACMA Chairman,
Chris Chapman. ‘The ACMA places the highest degree of importance on providing spectrum to support dedicated
networks that support public safety operations.

‘The measures announced today will meet two specific needs identified by Australia’s public safety agencies—the
need for wide-ranging 4G coverage, together with very high capacity, short range coverage for specific incidents and
in high demand areas.’

Following a thorough evidence-informed analysis conducted in conjunction with public safety agencies through the
Public Safety Mobile Broadband Steering Committee, the ACMA is making 10 MHz of spectrum from the 800 MHz
band available for the deployment of a nationally interoperable public safety mobile broadband network. This band
supports 4G (LTE) systems and technologies.

A further 50 MHz of spectrum from the 4.9 GHz band will also be provided for use nationwide by public safety
agencies. This spectrum is recognised internationally as a frequency band for use by public safety and other
emergency response services. It is capable of extremely high capacity, short range, instantly deployable data and
video communications. This represents a supplementary capacity for the public safety mobile broadband network in
areas of very high demand.

‘These measures build on previously announced arrangements expanding capacity in the 400 MHz band and lay the
foundation for the deployment of multi-layer, flexible and interoperable networks. The ACMA’s approach represents a
‘state of the art’ public safety spectrum solution that should facilitate voice, data and video communications for
Australia’s public safety agencies long into the future,” Chris Chapman said.

The details of today’s announcement are in two papers. The first details the ACMA’s overarching strategy for
spectrum for public safety radiocommunications (including the provision of rum in the MH nd). The
ACMA will continue to work with public safety agencies on the development of an appropriate licensing framework as
part of the ongoing review of the 803-960 MHz band, with a discussion paper to be released in December.

The second paper outlines arrangements for spectrum in the 4.9 GHz band.

For more information or to arrange an interview, please contact: Blake Murdoch, on (02) 9334 7817, 0411 504 687
or media@acma.gov.au.

Background

Radio networks are a critical component of public safety operations. The requirements of Public Safety Agencies
(PSAs) are generally different from other types of networks, including the day to day requirements of commercial
mobile networks. These unique requirements directly affect how they are designed and dimensioned. Different
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scenarios require different levels of coverage, capacity and availability. At any particular time, demand for bandwidth
by public safety operators varies greatly by time and location, and between agencies.

PSAs have historically relied on narrowband (particularly veice) communications to support their operations, which
have been delivered primarily through dedicated land mobile systems. In 2008, the ACMA commenced an extensive
examination of PSA needs in this space through a wide-ranging review of the 400 MHz band. This resulted in an
expansion of public safety spectrum resources and a framework for natienal interoperability, which voice capability
essentially remains the core communications capability for PSAs.

At the same time, agencies have identified a growing need for data capabilities to take advantage of digital
technologies, which have the capacity to significantly enhance a wide range of operational functions, High speed,
mobile data capabilities that can be relied upon in adverse situations and can provide for interoperability between
different agencies and jurisdictions are becoming increasingly necessary in public safety operations. Consequently, in
recent years, the ACMA has been exploring how best to meet these needs.

Cne strategy that the ACMA has pursued has been to identify 50 MHz of spectrum from the 4.9 GMz band, which will
provide very high speed, short range on-demand capacity to areas of high activity to support a wide range of uses.
This band is internationally harmonised for public protection and disaster relief (PPDR) communications by the
International Telecommunication Union (ITU), which harmonisation will ensure for that band international
interoperability {(when needed) and equipment economies of scale.

In addition to this, the ACMA has worked closely with the Public Safety Mobile Broadband Steering Committee
{PSMBSC), which was established in May 2011 to identify options for how spectrum from the 800 MMz band could be
used to implement a nationally-interoperabie mobile broadband capability for Australia's PSAs.

This importance of realising a broadband capability for PSAs has been reflected in the ACMA's close engagement with
the work of the PSMBSC. A significant body of work has been undertaken by the PSMBSC in gathering user
requirements and determining the most efficient and cost-effective ways to deliver the capability. The ACMA took an
evidence-informed approach, undertaking a rigorous evaluation of the various PSA and manufacturer submissions
and other data collected throughout the PSMBSC process, and dimensioned it against the capabilities and constraints
inherent in the current 4G Long Term Evolution (LTE) standard, to determine an appropriate amount of spectrum
from the 800 MHz band. This would enable a scalable Public Safety Mobile Broadband (PSMB) capability that would
meet the PSAs’ needs, with sufficient headroom to allow for future growth in data demand. The PSMB capability will
be available to a wide-coverage area, which will likely be achieved through a combination of deploying infrastructure
using the 10 MHz provided, with the potential to utilise commercial networks.

The ACMA initiatives announced today will improve spectrum resources for public safety in Australia as follows:

+ Making provision for 10 MHz of spectrum from the 800 MHz band for the specific purpose of realising a
dedicated, nationally interoperable PSMB cellular 4G data capability. This band supports 4G (LTE) systems and,
as such, is considered to be ‘beach front’ spectrum by carriers and PSAs alike. The precise frequencies (to be
provided from within the 800 MHz band) will be determined later in the context of the ACMA’s full review of the
803-960 MHz band.

» Providing 50 MHz of spectrum from the 4.9 GHz band for PSAs. This spectrum is recognised
internationally as a public protection and disaster refief band, capable of extremely high capacity, short range,
deployable data and video communications (including supplementary capacity for the PSMB network in areas of
very high demand).

s Implementing critical reforms in the 400 MHz band, where spectrum has been identified for the exclusive
use of government, primarily to support national security, law enforcement and emergency services.

The diagram below provides a conceptual overview of how these provisions will combine to form a holistic strategy to
meet PSAs’ future voice, data and video communications needs. The development and deployment of multi-layer,
integrated networks will deliver the necessary flexibility, interoperability and capacity to operators where and when
needed. The result will be an unprecedented level of situational awareness and interoperability, and a substantial
operational advantage for PSAs to cairy out their duties,
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ACMA - ACMA media release §1/2012 — 29 October file:///P:/Radios (Police)/2012/ACMA/ACMA - ACMA media relea..

>

400 MHz band

4.9 GHz band

-localised on-demand cov
-extremely fast broadba
-multiple video upload/stre
-sensor linking and meshi
-high capacticy temp fixed

800 MHz band

-cellular mobile broadband

- situational awareness tools
-web services and mapping
-video upload and stream

- real-time database interface

Conceptual depiction of multi-band layering

The 800 MHz-based PSMB capability will provide PSAs with access to a range of mobile applications, including video
transfer and streaming, database interrogation and real-time mapping. It will be cellular in topology and is based on
the 3GPP Long Term Evolution (LTE, or ‘4G’) standard that is currently being deployed by commercial operators. The
ACMA will ensure that the spectrum made available is planned in a way that mirrors the technical frameworks that
enable commercial operators to deploy 4G networks, so that PSAs can realise the benefits of leading edge technology
and the applications that it supports.

Furthermore, while the 50 MHz being provided from the 4.9 GHz band will help support a number of standalone

applications (including video links, WiFi hot spots and mesh networks), a large part of its utility will be to work in
conjunction with the 800MHz PSMB network to deliver a high amount of on-demand additional capacity to areas

where it is needed.

There is no single band solution for meeting all of the mobile communications requirements of PSAs. Integrating the
provisions announced today in a layered—or ‘system of systems’—architecture will provide a flexible way of meeting
the current and future radiocommunications needs of PSAs.

The ACMA will continue to work with PSAs on developing an appropriate licensing framework as part of the ongoing
review of the 803-960 MHz band. The new measures in the 800 MHz band will be outlined in a discussion paper to be
released in December.
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Spectrum for public safety
radiocommunications

In October 2012, the Australian Communications and Media Authority
announced its strategic approach to meeting the spectrum needs of
Australia’s public safety agencies into the future. The cornerstone is
the provision of an additional 60MHz of spectrum from the 800 MHz
and 4.9 GHz bands to facilitate the deployment of high-speed, nationally interoperable mobile broadband networks
by public safety agencies.

Australia’s public safety agencies (PSAs) are critical to the safety and security of the community, and the Australian
Communications and Media Authority (the ACMA) places a high degree of importance on providing adequate
spectrum to support dedicated networks that optimally support their operations.

The ACMA is undertaking a number of initiatives to improve spectrum provisions for public safety. The most
important are:

e Making provision for 10 MHz of spectrum from the 800 MHz band for the specific purpose of realising a
dedicated nationally interoperable PSMB cellular 4G data capability. This band supports 4G (LTE) systems and
as such is considered to be ‘beach front’ spectrum by carriers and PSAs alike. The precise frequencies to be
provided from within the 800 MHz band will be determined later in the context of the ACMA’s full review of the
803-960 MHz band.

e Providing 50 MHz of spectrum from the 4.9 GHz band for PSAs. This spectrum is recognised
internationally as a public protection and disaster relief band, capable of extremely high capacity, short range,
deployable data and video communications (including supplementary capacity for the PSMB network in areas of
very high demand). The ACMA has released a consultation paper on this issue.

e Implementing critical reforms in the 400 MHz band—where spectrum has been identified for the exclusive
use of government, primarily to support national security, law enforcement and emergency services—is
continuing. More information is available on the ACMA engage site.

The ACMA’s ongoing challenge is to make adequate spectrum available for PSAs to carry out their duties effectively,
while optimising the benefit of the spectrum as a whole to the community. This requires balancing a range of
economic and public interest (including public safety) drivers to deliver solutions that best serve the community as a
whole. The ACMA released a paper (Word [.docx 1.3 mb] or PDF [832 kb]) covering the ACMA decisions and current
initiatives that are intended to provide for current and future public safety radiocommunications needs in Australia.

Additional information

e Media release: The ACMA to deli
e Review of the 803-960 MHz band
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PFA SUBMISSION ON ACMA DISCUSSION PAPER:
THE 803-960 MHZ BAND-EXPLORING OPTIONS FOR FUTURE
CHANGE

INTRODUCTION

The Police Federation of Australia (PFA) has a vital interest in the ACMA’s proposals
for the 800 MHz band and, in particular, what they will mean for public safety mobile
broadband (PSMB) capability in the future.

We represent Australia’s 56,000 police officers in all States and Territories and the
Australian Federal Police and their need for effective, modern and interoperable
communications to undertake their essential functions. Of course PSMB capability is
also critical to the partner organisations of police-the fire and rescue, ambulance,
and emergency services—making approximately 400,000 first responders nation-wide
who will be affected by ACMA decisions taken in 2013 regarding spectrum for public
safety.

The ACMA’s decision on the quantum of spectrum for public safety mobile
broadband will determine for decades to come the communications capability
available to those first responders, especially in times of natural disasters and other
emergencies. This submission therefore concentrates on that aspect of the
Discussion Paper, most particularly Chapter 5-PSMB in the 800 MHz band.

It is worth recalling also that the ACMA refused to countenance any of the best
spectrum in the 700 MHz band for public safety mobile broadband which will all go
to the big telecommunications companies at the April 2013 auction.

THE ACMA OCTOBER 2012 DECISION

As the Discussion Paper says, the ACMA decided on 29 October 2012 “to set aside 2 x
5 MHz (10 MHz total) of dedicated paired spectrum from the 800 MHz band for use
by PSAs to deploy dedicated PSMB networks. The ACMA believes this quantum of

spectrum is sufficient to enable deployment of a PSMB capability”.

The PFA considers it important to challenge the decision of the ACMA in the national
interest and the interests of public safety.

We do so based on five grounds:





- The objects of the Radicommunications Act 1992

- The ACMA’s responsibility towards public safety agencies (PSAs)

- The capability 10 MHz will provide

- The shortfall and the available evidence on what constitutes “adequate”
spectrum for public safety

- The consequences of the ACMA decision including for Regional Australia.

THE OBJECTS OF THE RADICOMMUNICATIONS ACT 1992
The Act sets out a number of objects, including object 3(b) which is to:

(b) “make adequate provision of the spectrum:

(i) for use by agencies involved in the defence or national security
of Australia, law enforcement or the provision of emergency
services.”

This is a very unusual provision in an objects clause. Most clauses of this nature set
out a range of matters which the relevant authority must have regard to in reaching
decisions. By contrast, this is quite specific. The history of this clause, its origin in the
principal Act and the strengthening of it in 2003 amendments, are set out in a recent
paper by the Department of Broadband, Communications and the Digital Economy
(DBCDE), called Objects of the Radiocommunications Act 1992, September 2012.

As that paper points out,

“Paragraph (b) was included to avoid any disadvantage to public and
community services arising from the implementation of market-based

11
reforms. In 2003, section 3(b) was amended to explicitly recognise the

spectrum needs of defence, national security, law enforcement and
12
emergency services agencies.

The EM (Explanatory Memorandum) for the amending Bill states that the
object was added to strengthen the existing [general provisions regarding the
use of spectrum by operational agencies]...by providing an express
acknowledgment of the importance of adequate access to radiofrequency

13
spectrum by these agencies. This is the only amendment to the objects
clause that has occurred in the past 20 years.”

THE ACMA’S RESPONSIBILITY TOWARDS PUBLIC SAFETY AGENCIES (PSAs)

The ACMA paper, at page 43, acknowledges that “the Radiocommunications Act
compels the ACMA to ‘make adequate provision of the spectrum for use by agencies
involved in ... law enforcement or the provision of emergency services’”.

The fact that spectrum below 1 GHz is in short supply and needs to be carefully
managed to best serve the community is accepted by all interested parties including
the PFA. AS the ACMA paper rightly says, “(t)he challenge for the ACMA is to provide

2





adequate spectrum for PSAs to carry out their duties effectively, while optimising the
benefit of the spectrum as a whole to the community”.

So the essential question is “What constitutes adequate provision for public safety
agencies?” This can be tested by looking at:

- the capability 10 MHz will provide

- the shortfall and the available evidence on what constitutes “adequate”
spectrum for public safety and

- the consequences, including for Regional Australia.

THE CAPABILITY 10 MHz WILL PROVIDE

As the ACMA concedes, in announcing that it will set aside 10 MHz, this is “sufficient
spectrum for day-to-day and pre-planned use” (page 43). In other words, this will be
sufficient for ordinary communications when nothing goes wrong.

THE SHORTFALL AND THE AVAILABLE EVIDENCE ON WHAT CONSTITUTES
“ADEQUATE” SPECTRUM FOR PUBLIC SAFETY

The ACMA seems to accept that this is not adequate spectrum for the many
occasions when things do go wrong, as they invariably do in the world of policing and
emergency services. The ACMA says “(n)evertheless, it is accepted that for some
major incidents that occur at short notice, the capacity afforded by any conventional
cellular network may not be enough to satisfy the demand in the vicinity of those
incidents”.

To put it plainly, the Act requires the ACMA to turn its mind to the spectrum needs
of public safety agencies for the difficult mission critical work that they must do to
protect life and property in times of disaster and emergencies when their services
are most necessary and urgent. It is exactly when the PSAs needs are most acute that
the spectrum proposed will be half what is needed.

We believe that it is precisely the PSA needs in times of emergencies and natural
disasters that the Act is directed at, and where the ACMA proposal falls seriously
short.

This is not mere conjecture on our part.

Public safety agencies in the USA initially had 10 MHz of spectrum. This fell well short
of what they needed to effectively communicate. After a national campaign by all
the PSA organisations over several years to rectify this shortfall, they finally achieved
20 MHz in early 2012 with the support of both sides of the US Congress and
President Obama. Their new national network, FirstNet, is now being established to
provide interoperable mobile broadband communications across the country.





A number of comparable countries to Australia, including the USA, Canada and
Germany, which have also examined this matter have concluded that at least 20
MHz is necessary (some have found that more is needed). The ACMA decision flies in
the face of this hard evidence.

The Government’s PSMB Steering Committee has copious evidence from Australian
expert research (including by Gibson Quai-AAS Consulting, now UXC Consulting) that
20 MHz of spectrum is the minimum required in Australia (see PSMB Spectrum
Quantum Calculation and PSMB Demand Requirements).

Motorola Solutions, in a recent demonstration in Perth, was able to show the
capability that would result from 10 MHz of spectrum (the very limited geographic
area of communication coverage). Other experts in the field including NSW Police
Commissioner Andrew Scipione, retired NSW Police Assistant Commissioner, Bob
Waites, current NSW Police Assistant Commissioner Peter Barrie (each of whom has
been actively involved in police and emergency communications), together with Tait
Communications, Australian Radio Communications Industry Association (ARCIA) and
the Association of Public-Safety Communications Officials Australasia (APCO) are all
of the considered view that a minimum of 20 MHz of the 800 MHz spectrum is
essential.

All of Australia’s Police Commissioners believe that PSAs need a minimum of 20 MHz
of spectrum in the 800 MHz band.

The Premiers of NSW, Victoria, Queensland and Western Australia wrote to the
Prime Minister in July 2012 recommending that the Government allocate a minimum
of 20 MHz of spectrum for emergency services. We understand the Labor State and
Territory leaders also support the need for this amount of spectrum for mobile
broadband communications. Leaders in various States have since condemned the
ACMA’s October 2012 decision.

All States and Territories signed up to the PSMB Implementation Plan at the
November 2012 Ministerial Council meeting of Police and Emergency Services
Ministers so that there can be no doubt about their commitment to interoperable
mobile broadband communications for their public safety agencies.

It is clear that the ACMA decision flies in the face of all the available expert evidence
here in Australia and overseas.

The ACMA clouds the issue when they present their decision in sophisticated
language describing their solution as a “layered ‘system of systems’
approach-providing 10 MHz of the 800 MHz band and scope for ‘cells on wheels’,
plus 50 MHz in the 4.9 GHz band. The latter is a complete red herring because it is
only useful for stationary, localized incidents like a siege, not a moving bushfire,
flood or an incident where criminals or terrorist are on the move. The 4.9 GHz band
is spectrum for which there is little if any demand because of its serious limitations.
In addition, it is fanciful to imagine using ‘cells on wheels’ during natural disasters, so
that is also a red herring.





The only test of what constitutes adequate spectrum for public safety is the amount
set aside in the 800 MHz band.

THE CONSEQUENCES OF THE ACMA DECISION INCLUDING FOR REGIONAL
AUSTRALIA

Given that 10 MHz will be inadequate during critical incidents and natural disasters,
the ACMA seems to envisage that police and emergency services will be able to
switch over to the commercial carriers communications networks. This is called
roaming.

It is difficult to envisage how that would work since the carriers’ systems frequently
go down (e.g. towers, power, cables, systems) when life-threatening natural
disasters occur, as Telstra’s did in all of north Queensland (landline, mobile and
Internet) during the January 2013 flooding and tornados in Queensland and in the
2013 Tasmanian bushfires.

Every Royal Commission and Inquiry following recent natural disasters, including the
Black Saturday Royal Commission in Victoria and the Queensland Floods Royal
Commission, has highlighted the power and communications failures of the
commercial carriers (and sometimes the public safety agencies’ lack of
interoperability) hampering emergency response and rescue efforts.

The ACMA has not detailed the legal arrangements it is planning to implement to
guarantee that the public safety agencies like SES, police and fire services have
instant, reliable access to the commercial networks when they need it, what terms
and conditions will apply, or who will ensure that these arrangements work in
practice.

The ACMA proposal that PSAs rely on commercial carriers during natural disasters is
at odds with:

- their acceptance of the unanimous Senate Committee recommendation that
public safety agencies need their own dedicated spectrum for their networks;

- the statement that “Radiocommunications networks are a critical component
of public safety operations.” (Discussion Paper page 42)

- the statement that “The requirements of networks for such operations are
generally different from other types of networks, including commercial
mobile networks.” (Discussion Paper page 42)

It is no exaggeration to say that the ACMA decision not to provide adequate
spectrum for public safety will cost lives and property and result in economic loss
well beyond that which would otherwise result if PSAs had effective mobile
broadband communications. We are currently not in a position to quantify such
losses but they will be able to be assessed in the future. We know that the cost of
natural disasters in Australia runs into the millions of dollars per annum, and that the





frequency and severity of natural disasters is expected to increase according to
experts in natural disaster costs from reinsurers including Swiss Re and Munich Re.

It is also clear from the pattern of natural disasters in Australia that regional Australia
is likely to be disproportionately harmed as a consequence of the ACMA proposals.
Witness the huge bushfires that affected the Coonabarabran region of NSW in
January 2013, the bushfires in regional Tasmania and The Wimmera in Victoria, the
floods in north Queensland and northern NSW, and bushfires in WA in February
2013. Regional Australia will be more seriously affected simply because radio
communications are more problematic in regional and remote areas.

These are not rare events. They are predictable, seasonal occurrences across
regional Australia for which police and emergency services must be prepared and
equipped, including with modern, effective communications as the public of
Australia would expect.

There is no doubt that Regional Australia in particular will be seriously affected by
the ACMA decision which we think is correctly described as shortsighted and
foolhardy in our letter to the ACMA Chairman of 18 January 2013.

The PFA appeals to the ACMA to reconsider its decision and set aside a minimum of

20 MHz of the 800 MHz band of spectrum for public safety mobile broadband
communications.

Wl ﬂ:m%ﬂ

Mark Burgess
Chief Executive Officer
Police Federation of Australia

22 February 2013
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5. PSMB in the 800 MHz band

In Exploring new opportunities, the potential use of the 800 MHz expansion band for
PSMB radiocommunications systems was discussed. This is referred to in the paper
as broadband PPDR.

In May 2011, following the release of Exploring new opportunities, the minister and the
Attorney-General established the PSMBSC. The PSMBSG is working on the
development of a new nationally interoperabie mobile broadband capability for
Australia’s PSAs.

On 29 October 2012, the ACMA announced its decision to set aside 2 x 5 MMz paired
FDD spectrum for use by PSAs to deploy dedicated PSMB networks.'* This decision
followed input from the PSMBSC and was part of a broader package of measures
designed to ensure PSAs are provided with adequate spectrum to meet their data
requirements into the future. This chapter provides some background on this decision
and outlines the potential licensing and allocation aptions for this application.

5.1 Background

Radiocommunications networks are a critical component of public safety operations.
The requirements of networks for such operations are generally different from other
types of networks, including commercial mobile networks. In Australia, the 400 MHz
band is used for high-availability, mission-critical, narrowband {mainly voice)
radiocommunications. The ACMA recently undertock to replan this band to relieve
congestion and provide dedicated government spectrum. The ACMA and the National
Coordinating Committee for Government Radiocommunications (NCCGR) are
currently working towards implementing these new arrangements.

Additionally, 50 MHz of dedicated public safety spectrum is currently in the process of
being made available from the 4.9 GHz band—harmonised for public safety use under
ITU Resolution 646—for the deployment of short-range, high-capacity
radiocommunications systems. It is intended that this will support applications such as
WiFi-based local area networks (LANs), sensor (including video) linking and data
offload to absorb high localised capacity demand in a PSMB neiwork.

The ACMA is working towards assisting PSAs in realising a nationally interoperable
PSMB capability. The ACMA is a member of the PSMBSC, which includes members
from Commonwealth and state (including public safety) agencies. The PSMBSC first
met in June 2011 to investigate how provision of spectrum from the 800 MMz band
could help realise a nationally interoperable PSMB capability.

This network is intended to provide responders with a mobile broadband capability to
support a range of applications, including video transfer and streaming, database
interrogation and real-time mapping. It will be celiular in topology and based on the
3GPP LTE standard.

The intention is that, over time, the PSMB network will be available to a wide coverage
area, and where there is no coverage, responders’ devices will be able to connect to
commercial mobile networks. Planning for this capability has been undertaken with a
range of scenarios in mind. Nevertheless, it is accepted that for some major incidents
that occur at short notice, the capacity afforded by any conventional cellular network
may not be enough to satisfy the demand in the vicinity of those incidents.

" See www.acma.gov.auWEB/STANDARD/pe=PC 600087,
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So, regardless of the amount of spectrum provided for PSMB, a contingency will be
required to meet extremely high, localised, sudden spikes in demand. This is part of
the role that the ACMA sees the 4.9 GHz band playing in contributing to the layered
public safety communications network. There are also provisions in the
Radiocommunications Act for increased spectrum access by responders during a
high-level emergency.

With these factors in mind, and noting the ability for PSAs to access cellular networks
and deploy additional mobile base stations if needed, it was appropriate for the ACMA
to provide sufficient spectrum for day-to-day and pre-planned use. Another
contributing factor was the range of other mechanisms available for additional capacity
in extreme circumstances.

There is no single-band solution able to meet all of the maobile communications
requirements of PSAs. Instead, with careful planning and adequate resourcing, a
layered ‘system of systems' approach to public safety communications is the best
means of providing the necessary bandwidth to operators, when and where they need
it. There are three main layers in this modei:

> Wide-area narrowband voice and data using land-mobile topology, predominantly
employing the 400 MHz band in Australia.

> Wide-area broadband data using celiular topology (PSMBY), potentially using the
800 MHz band and supporied by business agreements with commercial carriers in
Australia, with supplementary, on-demand coverage and capagcity provided by
additional deployable base stations.

> Shori-range high-capacity data in deployable hotspots, using the 4.9 GHz band in
Australia. While propagation distances in the 4.9 GHz band are much shorter than
in the 400 and 800 MHz bands, there is much more spectrum available (50 MHz)
for public safety use.

Radiofrequency spectrum, particularly below 1 GHz, is extremely valuable and in short
supply. However, the value of services provided to the community by PSAs must not
be underestimated. Part of the object of the Radiccommunications Act compels the
ACMA to ‘make adequate provision of the spectrum for use by agencies involved in ...
law enforcement or the provision of emergency services'. The challenge for the ACMA
is to provide adequate spectrum for PSAs to carry out their duties effectively, while
optimising the benefit of the spectrum as a whole to the community. This requires
balancing a range of economic and public interest drivers—including public safety—to
deliver solutions that best serve the community.

5.1.1 Submissions to Exploring new opporiunities

In response to Exploring new opportunities, the ACMA sought comment on the
potential use of the 800 MHz expansion band for PSMB.

The majority of respondents saw merit in the introduction of PSMB systems in the

800 MHz expansion band with those from the PSMB sector stating that a minimum 2 x
10 MHz was required. Some said that 2 X 15 MHz would be ideal in high-density
areas. However, incumbent users of the 850—-865 MHz segment expressed concerns
that their services would need to be relocated. Respondents from the land mabile
service sector supported the introduction of narrowband services supporting PSAs as
outlined in ITU Resolution 646 to ease congestion in the 400 MHz band.

CMTS sector respondents suggested that a PSMB capability would be better and
more efficiently provided via agreements with commercial networks with quality of
service provisions to provide certainty of connection. However, if this was deemed
unviable and an exclusive allocation made, CMTS sector respondents believed it
shauld align with the frequency range specified in ITU Resolution 646.
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5.2 Proposal for PSMB in the 800 MHz band

On 28 Cctober 2012, the ACMA anncunced its decision to set aside 10 MHz of
spectrum, as a 2 x 5 MHz paired assignment, for the deployment of nationally
interoperable PSMB networks."® The full details of this decision, including a technical
analysis of the decision and an outline of the ACMA’s approach to spectrum for public

safety applications, are in Spectfrum for public safety radiccommunication—Current

ACMA initiatives and decisions.

Throughout the process, it has been recognised that no amount of spectrum used by a
conventional cellular network would be enough to satisfy the localised, short-notice
demand that might result from a major incident, such as a terrorist attack in a central
business district or major urban centre. Furthermore, it would be highly economically
inefficient to make provision for what might be a once-in-a-generation event,

Scenarios resulting in extremely high levels of capacity demand could be satisfied
using:

> 4.9 GHz equipment and/or additional cells on wheels (COWS)—noting that 1:1
frequency reuse is feasible under LTE and/or

> additional offload to commercial networks—noting that such arrangements will
necessarily underpin the capability.

The abovementioned provisions in the Radioccommunications Act will further safeguard
the ability of PSAs to access more spectrum to meet high demand that might occur in
exireme circumstances.

Considering the additional capacity that these measures will provide during a major
emergency, it is appropriate that 5 MHz of dedicated paired spectrum (that is, 5 +

5 MHz in a frequency division duplex or FDD arrangement) be set aside to enable
deployment of a PSMB capability. This will also allow some headroom for expansion.
This decision has been largely based on the evidence gathered by the PSMBSC.

The location of the spectrum identified for PSMB depends on the outcomes of other
elements of the review of the 803960 MHz band. However, the ACMA prefers that
this spectrum is identified in a lower-adjacent segment to any new spectrum for CMTS.
Further, it is necessary for the spectrum identified for PSMB to fall within 3GPP
standardised frequency bands. The potential frequencies identified for PSMB are
further discussed in Chapter 9. The final decision on the location of this spectrum is
subject to sharing studies and will be made in the decision phase of the review.

5.3 Options for future licensing and allocation of PSMB
services in the 800 MHz band

The ACMA has decided that it will enable the use of 2 x 5 MHz of spectrum for
dedicated PSMB networks in the 800 MHz band. Feedback from the PSMBSC is that
deployment of networks using this spectrum will be phased over a number of years,
commencing in 2015 in some areas, and that coverage will not be extended to all
population areas. To that end, it wouid be inappropriate for incumbent users of this
spectrum 1o be displaced in geographic areas where there is not yet, or will not be, any
dedicated PSMB coverage.

With this in mind, it is appropriate that the ACMA recommend an area apparatus
licence regime to authorise access to this spectrum for PSMB purposes. In areas
where PSAs undertake to provide PSMB coverage, the ACMA will provide incumbent
licensees two years’ notice to cease operation on these frequencies, Feedback from

' See www.acma.qov.au/WEB/STANDARD/pc=PC_600087.
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the PSMBSC is that access to spectrum could be required in some areas, but not
others. Incumbent users of these frequencies {(when known) will be advised
accordingly.

5.4 Comments on the identification
of spectrum for PSMB

Given the timelines associated with the PSMBSC process, a decision on the quanturn
of spectrum to be made available to support a PSMB capability has been made by the
ACMA. As discussed above, the ACMA has decided to set aside 2 x 5 MHz of
spectrum for dedicated PSMB networks in the 800 MHz band.

Comment is sought on issues related to implementing this 2 x 5 MMz of spectrum
earmarked for PSMB. Specifically, comment is sought on implementing the licensing
and allocation model discussed in section 5.3 and how the spectrum identified for
PSMB may be able to be used by other services in areas where there is no immediate
requirement for PSMB. For example, the lower paired segment of the spectrum
earmarked for PSMB is likely to be in the 803-820 MHz band that will be cleared as
part of the restack of digital television. In areas where this lower segment is not
required for PSMB, there may be opportunities for other services. Further, while the
upper paired segment is currently used by other services, there may be opportunities
for new services in areas where this segment is not required for PSMB and is not
already occupied.

15 Commentis: sought-z‘on issues. related to |mplement|ng the 2x 5 MHz of
“spectrum_ earmarke for PSMB.

16 ‘Commentiis: sought ‘the types of services that could potentlally utillse _
.the spectrum identified for PSMB in‘areas where itis notrequired for PSMBE.
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The Hon Julia Gillard MP

Prime Minister

Parliament House

CANBERRA ACT 2600 | 30 0L 10

Dear Prime Minister

We write fo you regarding the development of a national Public Safety Mobile
Broadband capability. New South Wales, Victoria, Western Australia and
Queensland seek your support to ensure that States receive a sufficient allocation of
radiofrequency spectrum to meet the current and future needs of our public safety
agencies, whose work is vital for the protection of life and property.

As States with large populations, Queensland, Western Australia, Victoria and New
South Wales are frequent and heavy users of public safety telecommunications. We
seek to ensure that this capability would be designed and operated in a way that
recognises our heightened needs.

A critical enabling requirement for this capability is the allocation of sufficient
radiofrequency spectrum. The Australian and Communications and Media Authority
(ACMA) has indicated that it is willing to allocate a portion of spectrum from the
800MHz band for use by public safety agencies, although no specific amount has
currently been identified. This allocation is subject to jurisdictions demonstrating that
any allocation will be put to effective, efficient and timely use.

Victoria, New South Wales, Western Australia and Queensland expect that the
Commonwealth will give a commitment ta allocating sufficient spectrum for the
current and future needs of emergency services. This should, as an absolute
minimum, be two bandwidth segments of 10MHz of spectrum. As the capability that
will be built on this spectrum will produce a significant public safety benefit for the
people of Australia, we expect that the Commonwealth will make spectrum available
at no cost to States and Territories.

Further, the costs arising from building this capability must be transparent and
equitably shared between the Commonwealth and the States. We also note that:

o the Commonwealth has a timetable to sell the 700 MHz spectrum and offer
States bandwidth on the 800 MHz spectrum. Building a capability on the 800
MHz spectrum will result in the States incurring additional costs, particularly to
purchase and maintain equipment io establish a public safety capability on this
spectrum;
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« if the Commonwealth continues with its proposal to sell the 700 MHz band it
will gain a significant financial dividend. Part of this dividend should be spent
on the costs arising from building a technically robust capability for public
safety agencies in the 800 MHz range; and

« States and Territories must be given a substantive role in governance
arrangements for implementation and ongoing management of public safety
mobile broadband.

Jurisdictions are working collaboratively fo develop this capability through the Public
Safety Mobile Broadband Steering Committee which will deliver, in late 2012, a
National Implementation Plan to the Standing Council for Police and Emergency
Services (SCPEM). SCPEM is expected to report to the Council of Australian
Governments on the issue by the end of 2012. However, uncertainty regarding how
much spectrum will be allocated for this capability and how much this spectrum will
cost has created a challenging environment for progressing this complex national
project.

Given the need for all jurisdictions to make important decisions within tight
timefrarmnes as to whether to commit to a Pubiic Safety Mobile Broadband capability,
we look forward to your advice on this matter as soon as practicable.

Regards

@a\( o e 4
Barry O'Farrell MP Ted Baillieu MLA
Premier of New South Wales Premier of Victoria
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! pbelt Newman MP Colin Barnett MLA
remier of Queensland Premier of Western Australia

V!

UZENSLAND GOVERHMENT OF
GOVERNMENT gOVERNMENr WESTERN AUSTRALLA







Senator Stephen Conroy
Minister for Broadband, Communications and the Digital Economy

Parliament House
CANBERRA ACT 2601

Dear Senator Conroy,

The Digital Dividend, which is to become available when the changeover from analog
to digital television occurs, is of great importance to Australia.

It is also of major significance to the States and Territories because of the requirement
of law enforcement and emergency service agencies to maintain an effective and
modern 21* Century communication capacity.

We understand that the Government will soon consider whether or not, and if so, how,
the needs of law enforcement and emergency management — the public safety
agencies — are to be met in the process of allocating the freed-up 126 MHz of the 700
MHz Digital Dividend.

We note that the Radiocommunications Act 1992 (Cth) requires the Australia Media
and Communications Authority (ACMA) to ‘make adequate provision of the
spectrum - for use by agencies involved in the defence or national security of
Australia, law enforcement or the provision of emergency services’. It also recognises
that charging for the use of spectrum should take account of these non-commercial
uses.

It is understood that the ACMA and the Department of Broadband, Communications
and the Digital Economy are not proposing to reserve any of the' 700 MHz Digital
Dividend for public safety agencies but are recommending that if public safety
agencies require access to the 700 MHz band, that they enter into commercial
arrangements with the major carriers of communications services in that band. The
ACMA'’s recent Discussion Paper, Spectrum reallocation in the 700 MHz digital
dividend band, does not deal with the needs of law enforcement and emergency
services but proposes to allocate all the available spectrum to the highest bidders
through an auction process in the second half of 2012. Non-commercial public safety
agencies could not compete with profit-making commercial entities in bidding for
spectrum at auction.

The 700 MHz segment of spectrum has many advantages over other bands;
particularly wide area coverage for broadband mobile communications. As a result, it
is variously described as the ‘waterfront property’ or the ‘dress circle’ spectrum, is





highly valued for a wide range of mobile and fixed communications services, and will
be much sought after for uses such as mobile broadband services.

The collective law enforcement and emergency services community, including most
recently Police Commissioners, have assessed that 20 MHz of the 700 MHz spectrum
(2 x 10 MHz) is needed for mobile broadband communications. It can accommodate
our data, video and high-speed broadband communications needs, especially during
emergencies, natural disasters and major public events such as New Year’s Eve and
international events like CHOGM. This is the same amount of 700 MHz spectrum
requested for public safety agencies in the USA and Canada, and is also proposed in
Europe. It is essential for ‘mission-critical’ radio-communications during life-
threatening events and events where the risk of terrorism is acute.

Police and emergency services have experienced the extreme problems bought about
by a lack of suitable and reliable spectrum and priority for public safety purposes. The
2009 Victorian Black Saturday bushfires - in which 173 people lost their lives -
highlighted emergency services communication failings and the the critical need for
interoperability between Emergency Services Organisations plus provision of
common voice, data and personnel alerting infrastructure and capability for fully
effective state-wide communication.

In addition, the needs of contemporary policing work on the frontline in every
Australian city and town increasingly relies on real-time data provision in a mobile
setting for which fast, reliable communications and data exchange are essential. For
example, frontline police on the road are now accessing data about motor vehicle
licence plates, vehicle registrations, and drivers in ways that were not possible a few
years ago. Criminal history is accessed remotely. Police pursuits and criminal
investigations are also managed remotely by supervisors through the communications
system. Security, reliability, redundancy and priority access are essential
characteristics for this work and for other ‘mission-critical’ emergency work by
police, emergency services, fire authorities and ambulance services, features which
commercial communications carriers do not, as a matter of course, ensure.

The Council of Australian Governments (COAG), through the Inter-operability
Framework, has agreed on the need for harmonisation and greater inter-operability
between law enforcement and other public safety agencies. Reservation of 20 MHz of
spectrum would be a major step towards this COAG commitment, and in Australia’s
public interest. It is argued that it would not be prudent for the Commonwealth to
leave this matter to whatever arrangements can be struck by each public safety agency
with a dominant commercial carrier, where the resources and bargaining power of the
respective parties are so mismatched.

Ultimately, it is strongly suggested that it would be possible, with the 126 MHz of
700 MHz spectrum available, for the Australian Government to both utilise the
proceeds of the Digital Dividend to meet fiscal consolidation targets and provide
public safety agencies with the 20 MHz of spectrum required.

It would be appreciated if you could urgently consider the above proposal, prior to
any plans for a Digital Dividend auction proceeding.





Yours sincerely,
A
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Andrew Scipione, Commissioner, NSW Police Force
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Simon Overland, Chief Commissioner, Victoria Police

Bob Atkinson, Commissioner, Queensland Police Service
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Mal Hyde, Commissioner, South Australia Police
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Karl O’Callaghan, Commissioner, Western Australia Police
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John McRoberts, Commissioner, Northern Territory Police

O-fe

Darren Hine, Commissioner, Tasmania Police

Roman Quaedvlieg, Chief Police Officer, ACT Policing

)

Michael Phelan, Acting -Commissioner, Australian Federal Police
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7 January 2011

Senator Stephen Conroy

Minister for Broadband, Communications and the Digital Economy
Parliament House

CANBERRA ACT 2601

Dear Senator Conroy,

We are writing to you in the interests of community safety and the safety of the nearly 350,000
ambulance, fire, police and state emergency service personnel across Australia to strongly request
that you enable the provision of a dedicated 20 MHz (2x10MHz paired) allocation within the freed-
up 126 Mz of the 700 MHz Digital Dividend to public safety agencies.

We are concerned that currently the Australian Media and Communications Authority (ACMA) and
the Department of Broadband, Communications and the Digital Economy (DBCDE) are not
proposing to reserve any of the 700 MHz Digital Dividend for public safety agencies to ensure
sufficient broadband data networks exist fo support the critical business needs of emergency
services,

In our view, the suggestion that public safety agencies requiring access to the 700 MHz band can
enter into commercial arrangements with the major carriers of communications services in that
band does not fully recognise how community safety is delivered both during major emergencies
(e.g. bushfires, floods, terrorist incidents, etc), major events (e.g. New Years Eve, CHOGM) and on
a daily basis. Commercial provision can not and would not be able to account for our needs as
they are not dimensioned to meet critical requirements especially during high use periods (e.g.
New Years Eve celebrations in capital cities) when their services can congest to the point of
failure.

The ACMA Discussion Paper (Spectrum reallocation in the 700 MHz digital dividend band)
recommends all available specirum be allocated to the highest bidders through an auction process
in the second half of 2012. In our view, this compromises the public interest and community safety
for a financial dividend. [t has the potential to undermine fully effective communication and
interoperability between emergency service agencies at a time when recent Royal Commissions,
coronial investigations and other significant public inquities have examined communication issues
within and between emergency services in detail. Aside from the risk {o life, we are concerned that
this proposal, shouid it be implemented, will provide fertile ground for future inquiries to criticise
emergency service agencies and government at all levels.
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European and United States standards agencies are targeting the 790-862MHz band for public
safety broadband communications, These two markets will drive equipment research and
investment by manufacturers and, for these reasons, it is essential that Australia is alighed with the
public safety frequency allocation in these jurisdictions.

We urge you to allocate sufficient 700 MHz spectrum, consistent with the frequency ranges that
have been requested in the USA and Canada (and proposed in Europe), to ensure emergency
services can deliver their essential services without being beholden to, or compromised by, the
vagaries of commercial providers.

Yours sincerely,

R/

l.i

Jon White
Chief Executive Officer
Australia New Zealand Policing Advisory Agency

Naomi Brown
Chief Executive Officer
Australian Fire Authorities and Emergency Service Authorities Coungil

Lyn Pearson
Executive Director
Council of Ambulance Authorities
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1. Introduction

It is imperative that all Australian Governments ensure that public safety agencies (PSAs) have
adequate capabilities, now and into the future, to meet business-as-usual operational needs and
to respond efficiently and effectively when crisis events occur.

Australian Governments agree on the role that all levels of government have in “ensuring the
most effective, well-coordinated response from our emergency services and volunteers when
disaster hits”.! Community expectations about Governments’ critical public safety function has
also been reaffirmed by a number of independent inquires following recent disaster events,
including the 2009 Victorian Black Saturday Bushfires and the 2010-11 Queensland Floods.

On 29 October 2012, the Australian Communications and Media Authority (the ACMA)
announced that it would make available, for the mobile data communications use of Australia’s
PSAs:

e 10 MHz of radiofrequency spectrum from the 800 MHz band (5 MHz + 5 MHz) for the
deployment of a nationally interoperable public safety mobile broadband (PSMB)
network; and

e 50 MHz of spectrum from the 4.9 GHz band to provide supplementary high-speed, short
range PSMB capacity in areas of greater-than-usual demand.*?

The ACMA has proposed a ‘multi-layered solution” under which four mitigation options
supplement the spectrum allocation to provide a ‘technically efficient PSMB capability’.4 These
are network ‘densification’, commercial carrier overflow, use of transportable infrastructure,
and legislative provisions enabling access to additional spectrum in extreme circumstances.

At its 23 November 2012 meeting, the Standing Council on Police and Emergency Management
(SCPEM) resolved that the Public Safety Mobile Broadband Steering Committee, including the
ACMA, would reconvene to, among other things, explore any further evidence jurisdictions may
wish to provide to consider further the adequacy of the 10 MHz of spectrum in the 800 MHz
band announced by the ACMA to support the nationally interoperable PSMB capability.” SCPEM
is expected to provide advice on this matter to the Council of Australian Governments (COAG) at
the first COAG meeting in 2013.°

! Council of Australian Governments, February 2011, National Strategy for Disaster Resilience, p iv. Available
from: http://www.em.gov.au/Documents/1National%20Strategy%20for%20Disaster%20Resilience%20-
%20pdf.PDF

? Australian Communication and Media Authority, ‘The ACMA to deliver a multi-layered spectrum solution to
support public safety mobile broadband capability’, Media Releases, 29 October 2012. Available from:
http://www.acma.gov.au/WEB/STANDARD/pc=PC_600087

* N.B. The focus of jurisdictions in this submission is on mission-critical public safety mobile data
communications. Issues relating to mission-critical public safety voice communications are not considered in
this submission and jurisdictions note that this falls outside the scope of the work of the Public Safety Mobile
Broadband Steering Committee. Jurisdictions note that mission-critical voice communications work, utilising
spectrum in the 400 MHz band, is being progressed between the ACMA and the National Coordinating
Committee for Government Radio.

* ACMA’s 9 November 2012 Presentation to the PSMB Steering Committee — Slide 18.

= Standing Council on Police and Emergency Management, 23 November 2012 Meeting Outcomes.

® Council of Australian Governments, 7 December 2012 Meeting Communique, p 6. Available from:
http://www.coag.gov.au/node/475
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The Australian Capital Territory, New South Wales, Queensltand, South Australia, Tasmania,
Victoria, and Western Australia’ {jurisdictions) welcome the ACMA's in-principle policy decision
to set aside 800 MHz band spectrum for PSAs’ mobile broadband use. Jurisdictions do,
however, have significant concerns about the adequacy of the 10 MHz of 800 MHz band
spectrum which the ACMA has indicated will be made available for PSAs’ use. Jurisdictions have
three key concerns regarding the adequacy of the ACMA’s decision and the basis for these
concerns is outlined in detail in this submission.

The first key concern is the adequacy of 10 MHz in meeting PSAs’ future business-as-usual
demand profile. Based on overseas evidence and business as usual growth factors, jurisdictions
do not consider 10 MHz to be an adequate amount of spectrum to meet PSAs’ future needs.

Jurisdictions’ second key concern is that the ACMA’s decision in the 800 MHz band is based on
its assessment of adequate spectrum for business as usual and planned event demand profiles,
but not a major urban incident scenario (e.g. natural disasters like the 2010-11 Queensland
Floods or a terrorist attack in the CBD).®

The final key concern of jurisdictions is that the 10 MHz reservation and supplementary
mitigation options identified by the ACMA in its ‘multi-layered solution’ proposal do not
sufficiently take into account the operational realities PSAs encounter in the field which would
negatively impact on the effectiveness of the mitigation options.

Jurisdictions consider that the operational perspective of PSAs needs to inform the ACMA’s
decision-making for it to effectively meet its responsibility to “make adequate provision of the
spectrum... for use by agencies invoived in..law enforcement or the provision of emergency
services”.” For example, among the evidence the ACMA has considered is a Gibson Quai/AAS
Consulting {Gibson Quai) study commissioned by the PSMB Steering Committee. The study
included operational scenarios and focused on the technical aspects of delivering a nationally
interoperable PSMB capability in Australia,® while not specifically addressing operational issues.
The study did however highlight that, in considering the adequacy of a spectrum allocation,
known issues and future risks needed to be taken into account. These include various technical
and operational issues such as the requirement for proof of concept regarding the required
process, capacity implications and eventual deployment time for a Long-Term Evolution
technology (LTE) transportable.'

Jurisdictions’ concerns include:

¢ concerns about the availability, robustness and resilience of commercial carrier
networks during emergencies to ensure workable overflow arrangements;

» operational risks and issues in the use of Cells on Wheels (COWs) to increase data
capacity in localised high-demand areas; and

+ concerns that the extreme circumstances provisions in the Radiocommunications Act
1992 (section 27 and Part 4.4) are untested and unlikely to be able to provide surge
capacity in the first few hours of response to a sudden-onset emergency when that
capacity is most needed.

7 Western Australia is in caretaker mode until after the State election of 9 March 2013 and this Submission has
been approved at officials level.
¥ ACMA 9 November 2012 Presentation to the PSMB Steering Committee — Slide 10,
® Radiocommunications Act 1992 (Cth) section 3.
1 Gibson Quai AAS Consulting, November 2011, Public Safety Mabile Broadband Spectrum Quantum
Calculation, p 11.
Y public Safety Mobile Broadband Spectrum Quantum Calculation, p 46,
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With regard to the option of network ‘densification’, jurisdictions assess that there would be a
significant cost trade-off in designing, building and operating a PSMB 10 MHz spectrum network
in comparison to a network operating on a greater allocation of spectrum, and note that the
estimated increase in network costs (to achieve equivalent capacity with a network
dimensioned on 20 MHz of spectrum) is likely to be substantially more than the commercial
value of the additional spectrum. This would represent a significant cost shift from the
Commonwealth to the States and Territories.

Jurisdictions consider that an approach requiring greater infrastructure density may be suitable
for commercial organisations which generate profit from their use of spectrum, and whose
networks are designed for average use throughout the network, but is not appropriate for PSAs
which provide public services to protect lives and property, do not generate profits that can be
reinvested in additional infrastructure, and require networks designed for peak usage in
concentrated areas.

In this submission jurisdictions consider policy, technical, operational and financial issues of
utilising a PSMB capability as outlined in the ‘multi-layered solution” proposed by the ACMA.
Further evidence is provided and, where relevant, evidence previously provided is revisited.
A risk-based approach is taken to illustrate that a greater amount of spectrum would better
enable PSAs to protect lives and property and contribute to the ACMA’s ultimate goal, shared by
jurisdictions, of providing public safety responders with sufficient data capacity when and where
they need it."

lurisdictions consider that the concerns outlined in this paper are sufficient to warrant the
ACMA’s reconsideration of the quantum of its reservation of spectrum in the 800 MHz band for
a nationally interoperable public safety mohile broadband capability.

Jurisdictions suggest that there may be the potential to reduce the size of any additional
spectrum allocation to PSAs while still better meeting their operational needs by examining the
possibilities of an asymmetric pairing of spectrum bands with an uplink allocation being greater
than the downlink. All PSA demand profiles investigated in the Gibson Quai study have found
uplink demand to be larger than downlink demand.” This differs from commercial demand
profiles which are dominated by the downlink. This difference is primarily driven by the need
for responders in the field to transfer information to a forward command or operations centre
to provide situational awareness and inform decision making."* Jurisdictions are aware that
such an asymmetric pairing would be counter to the ACMA’s practice of making symmetric
allocations (i.e. uplink and the downlink are the same amount of spectrum) but note that such
an allocation would more closely match PSAs’ demand profiles and could represent a more
efficient use of spectrum.

2 ACMA, October 2012, Spectrum for public safety radiocommunications: Current ACMA initiatives and
decisions, p 12. Available from:
http://www.acma.gov.au/webwr/radcomm/frequency_planning/radiofrequency planning topics/docs/spectr
um _for public safety.pdf

** Gibson Quai AAS Consulting, November 2011, Public Safety Mobile Broadband Demand Requirements, p 12.
“ public Safety Mobile Broadband Demand Requirements, p 10.
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2. Growth in Business-As-Usual Demand Profile

Jurisdictions have concerns about the adequacy of the ACMA’s 800 MHz band decision to
accommodate future growth in PSAs’ business-as-usual demand profile. The data demand
figures that the ACMA considered were estimates derived from data provided by PSAs in 2011
that projected forward their operational requirements for mobile broadband to 2020. After
collecting this data Gibson Quai formed the view that, “PSAs are at the early stages of
developing operational models and business plans that can leverage off the capabilities of
mobile broadband services, particularly services such as video... Readers of this report should
take into account that these projections of mobile broadband service requirements are very
likely to evolve and change over time”. =

2.1 Demand Profile Growth Factors

Jurisdictions consider that three factors will result in a greater PSA demand for business-as-usual
mobile broadband. The first is the natural growth in the number of PSA units that will occur as
Australia’s population grows and demand for public safety services subsequently increase.
Expectations of population growth are based on growth rates that have previously been
observed. For example, in the 10 years to 30 June 2007 there was an average population annual
growth rate in Australia of 1.3 per cent'® while in the 2011-12 financial year, Australia’s
population increased by 1.6 per cent to approximately 22.68 million.” Based on assumptions
around current demographic trends the Australian Bureau of Statistics projects that by 2026
Australia’s population will increase to somewhere between 25.9 million and 28.7 million.™®
Jurisdictions consider that as the population increases it is reasonable to expect commensurate
increases in community demands for public safety services.

The second factor that jurisdictions expect will increase PSAs’ business-as-usual mobile
broadband demand is the operational take-up of mobile data services by PSA units. As the
Gibson Quai study noted “[t]he experience has often been that once new mobile data services
become available in operational environments the demand increases rapidly and often
significantly exceeds the original estimates of demand”.*

The third factor that jurisdictions expect will increase PSAs’ business-as-usual mobile broadband
demand by 2020 is the likelihood that PSA mobile broadband applications and their associated
uses will have evolved, at least in part, to a point that is not readily discernible today. The
uncertainty in estimating mobile data demand requirements 7 years into the future can be
illustrated by considering some aspects of the mobile data device landscape 7 years ago in 2006:
¢ smartphones had entered the market in 2000 but the iPhone was not released until
2007 and the rapid spread of smartphones did not occur until 2008; and
e the Kindle tablet was not released until 2007 and the rapid spread of tablet devices did
not occur until 2010 when the first iPad entered the market.”

Y public Safety Mobile Broadband Demand Requirements, p 2.

16 Australian Bureau of Statistics, 4 September 2008, 3222.0 — Population Projections, Australia, 2006 to 2101.
Available from: http://www.abs.gov.au/Ausstats/abs@.nsf/mf/3222.0

17 Australian Bureau of Statistics, 18 December 2012, 3101.0- Australian Demographic Statistics, Jun 2012.
Available from: http://www.abs.gov.au/ausstats/abs@.nsf/mf/3101.0

'8 3222.0 - Population Projections, Australia, 2006 to 2101.

' public Safety Mobile Broadband Demand Requirements, p 26.

® Ericsson, The Unplug Story. Available from: http://www.ericsson.com/unplug/our-story/
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The introduction and uptake of these and other mobile data devices and applications has had a
very significant impact on mobile data demand. Jurisdictions note that in 2011 the ACMA
estimated that between 2007 and 2014 there would be a 30-fold increase in mobile broadband
demand in Australia.”® This increase is, at least in part, a result of developments whose effects
could not be readily quantified in 2006.

Jurisdictions consider that PSAs’ business-as-usual demand profile could increase at the same
rate as the commercial sector. Even a modest sustained growth rate in data demand would
impact on the adequacy of the ACMA’s PSMB spectrum decision for PSAs’ future needs. If, for
example, PSAs’ business-as-usual demand profiles increases by 5 per cent per annum, LTE
technology advances are unlikely to keep pace with such growth year on year and further
bandwidth allocation will be necessary.

2.2 International Comparisons

A recent Deloitte study” commissioned by Victoria (attached to this Submission) has surveyed
PSMB decisions and studies across select countries in North America and Europe. The findings
of this survey indicate that other countries have concluded that a 10 MHz spectrum allocation
will not provide sufficient bandwidth for incidents that occur on a daily basis, and have
allocated, or are considering allocating, greater amounts of spectrum au:corciingly.23

In the United States of America (USA) PSAs were initially allocated 10 MHz in the 700 MHz band,
however, in February 2012 the United States Congress passed legislation increasing the total
PSA spectrum allocation to 20 MHz.** Canadian PSAS are currently allocated 10 MHz of
spectrum for PSMB purposes and the Canadian Government is currently considering a proposal
to increase this allocation to 20 MHz.*

The European Conference of Postal and Telecommunications Administrations established a
working group to investigate an allocation of spectrum for public protection and disaster relief
mobile broadband. The working group undertook an analysis of typical scenarios faced by PSAs
and concluded that a minimum of 15 MHz (7.5 MHz + 7.5 MHz) was required for everyday
scenarios with at least 20MHz (10 MHz + 10 MHz) required for large-scale planned events.”® A
separate study commissioned by the German Federal Ministry of Economics and Technology
concluded that, in the German context, a minimum of 15 MHz (uplink) and 10 MHz {downlink)
would be required.n

* ACMA, May 2011, Towards 2020 — Future spectrum requirements for mobile broadband, p 27. Available
from: http://www.acma.gov.au/webwr/ assets/main/lib312084/ifc13_2011 toward 2020-
future_spectrum_requirements.pdf

2 Deloitte, February 2013, Emergency Services Long Term Strategic Plan — International Public Safety
Broadband.

= Emergency Services Long Term Strategic Plan — International Public Safety Broadband, pp 3-5.

* Emergency Services Long Term Strategic Plan — International Public Safety Broadband, pp 3-5.

@ Industry Canada, August 2012, Gazette Notice SMSE-007-12. Available from:
http://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf10460.html

2 Report from CG spectrum requirements, FM 49 Radio Spectrum for BB PPDR, October 2012 cited in
Emergency Services Long Term Strategic Plan — International Public Safety Broadband, p 5.

7 WIK-Consult, 2010, PPDR Spectrum Harmonisation in Germany, Europe and Globally, p 3. Available from:
http://www.bmwi.de/English/Redaktion/Pdf/ppdr-spectrum-harmonisation-germany-europe-

globally, property=pdf bereich=bmwi,sprache=en,rwb=true.pdf
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3. Frequency of ‘Major Urban Incidents’

Jurisdictions’ second key concern is that the ACMA’s decision regarding the 800 MHz band is
based on its assessment of adequate spectrum for business as usual and planned event demand
profiles, but not a major urban incident scenario (e.g. terrorist attack in a CBD or natural
disaster like the 2010-11 Queensland Floods).*®

In part, the ACMA’s policy decision is based on its assessment that “it would be highly
economically inefficient to try and dimension spectrum provisions around what might be a
once-in-a-generation event”? and that it was not considered “appropriate to provide high value
spectrum for rare contingencies".30 Jurisdictions disagree with the ACMA that a major urban
incident “might be a once-in-a-generation event” and request that the ACMA revisit this
assessment to take account of, and consider as further evidence the following:

. natural disasters;

. terrorist acts;

. security operations for international events; and
) small and medium-scale incidents.

Providing sufficient spectrum bandwidth to meet any {and all) mobile broadband demands that
the capability may require, is not the realistic expectation of the jurisdictions. The PSMB
demand models developed to date have been based on estimates of future needs and the
resultant solution architectures are based around statistically averaged performance and service
availability. Practically, 100 per cent availability and 0 (zero) per cent Grade of Service
(congestion) are not rational service benchmarks, in the same way as providing a/f the spectrum
that would be necessary to meet any possible demand. But it is the obligation of all
Governments to deliver the levels of response required by PSAs for each scenario with
sufficiently reliable support capabilities. Knowingly starting with less than 50 per cent of the
necessary mobile broadband capacity in the field to support the most severe demand
events/scenarios is an unacceptable proposal by the ACMA.,

3.1 Natural Disasters

A recent Deloitte study™ commissioned by Victoria (attached to this Submission) has analysed
natural disasters in Australia and found that there is an increasing trend in both frequency and
financial cost. This increasing trend is illustrated by the experience of Victoria, where
A0 per cent of the natural disasters that have been reported since 1967 have occurred in the last
10 years.*? Combined with events in other States and Territories, this indicates such “once-in-a-
generation” events are likely to occur far more frequently. Experience also demonstrates that
these events do occur in urban areas {e.g. 2011 Brisbane flooding and Perth Hills bushfires),
where PSMB networks would provide support for responders.

The increasing occurrence of natural disasters was recognised by all Australian Governments in
February 2011 when COAG endorsed the National Strategy for Disaster Resilience. This Strategy
notes:

2% ACMA 9 November 2012 Presentation to the PSMB Steering Committee - Slide 10.
® Spectrum for public safety radiocommunications, p 14.
® spectrum for public safety radiocommunications, p 15.
3 Emergency Services Long Term Strategic Plan — International Public Safety Broadband.
* Emergency Services Long Term Strategic Plan — International Public Safety Broadband, pp 7-8.
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. “[Tlhe increasing regularity and severity of natural disasters”, which includes
“catastrophic bushfires, far reaching floods, and damaging storms” .
° “[T]hat disaster risks are likely to increase and magnify as our climate changes, our

population grows and ages, and our society and economy become increasingly

dependent on technology”.**
° The increasing vulnerability of society to disasters.”
° The need to base emergency management planning on risk.®

More recently, the Prime Minister, commenting on the recent catastrophic fire and heatwave
conditions experienced in January 2013 in five out of six Australian States, noted that “...[w]e do
know over time that as a result of climate change we are going to see more extreme weather

events and conditions”.”’

The increasing impact of natural disasters is also being observed. This is illustrated by the
natural disasters that occurred in Australia between November 2010 and February 2011. During
these disasters more than 99% of Queensland was disaster-declared, with 37 lives lost, while all
other Australian States and the Northern Territory experienced severe weather events or other
natural disasters, such as bushfires.® In Victoria, financial damage from the 2009-2011 period
alone cost more than the sum of the total damages incurred over the preceding 40 years.39

The evidence of increasing frequency and severity of natural disasters appears to be at variance
with the ACMA’s assessment that demand profiles for such incidents should be excluded from
800 MHz band decisions as such events might only occur in major urban areas “once in a
ge.-neration”.40 The ACMA’s assessment is also inconsistent with the view of the Queensland
Floods Commission of Inquiry, which regarded “as vital, the allocation of broadband spectrum to
Australia’s emergency services organisations, to avoid congestion on narrowband
communications and to assist Australian emergency service organisations achieve
interoperability, giving them the best means of communicating and co-operating”.** It is noted
that the Inquiry’s identification of broadband spectrum as ‘vital’ for PSAs was in the context of a
major emergency affecting major population centres and was not confined to business-as-usual

or planned event scenarios.
3.2 Terrorism

The Australian Government has assessed that the threat of terrorism to Australia is a real and
permanent feature of Australia’s security environment. * Australian intelligence agencies have

** National Strategy for Disaster Resilience, p iv.

* National Strategy for Disaster Resilience, p 14.

* National Strategy for Disaster Resilience, p 1.

*® National Strategy for Disaster Resilience, p 2.

*” Taylor, R. ‘Australia braces for “catastrophic” wildfire day’, Reuters, 7 January 2013, Available from:
http://www.reuters.com/article/2013/01/07/us-australia-wildfires-idUSBRE90502U20130107

*8 Australian Bureau of Statistics, 24 May 2012, Article — The 2010-11 Summer of Natural Disasters. Available
from: http://www.abs.gov.au/ausstats/abs@.nsf/Lookup/1301.0Main+Features1952012

** Historical Disaster Statistics — Insurance Council of Australia, 2012

“° Spectrum for public safety radiocommunications, p 14.

* Queensland Floods Commission of Inquiry — Final Report, March 2012, p 399. Available from:
http://www.floodcommission.gld.gov.au/publications/final-report

* Australian Government, 2010, Counter-Terrorism White Paper — Security Australia, Protecting Our

Community, p 7. Available from: http://www.dpme.gov.au/publications/counter terrorism/docs/counter-

terrorism_white paper.pdf
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assessed that further terrorist attacks could occur at any time,” and the National Terrorism

Public Alert System, which guides national preparation and planning, has been at ‘MEDIUM —
terrorist attack could occur’ since its introduction in 2003.* The alert system that was in place
prior to this had been at medium since 12 September 2001."

The terrorism threat to Australia has been demonstrated by the charging and conviction of a
number of individuals with terrorism offences. Between 2001 and 2010, 35 individuals were
charged with terrorism offences in Australia and 20 individuals had been convicted by the end of
that period. There have also been more than 40 Australians who have had their passports
revoked or their applications denied for reasons related to terrorism.”

Publically available details of the terrorist threat Australia faces are outlined in several
Australian Government documents, including the Australian Security and Intelligence
Organisation’s (ASIO’s) 2011-12 Report to Parliament which states:

“Australia is a terrorist target. The challenge of terrorism is real and persistent... Over the
past decade, we have seen individuals involved in four significant terrorist plots in Australia
convicted and jailed. Others have been disrupted at earlier points... Overseas influences,
including through the internet, will continue to inspire some Australians to terrorism and
drive their commitment”.*’

These assessments have recently been reaffirmed in the Australian Government’s 2013 National
Security Strategy where terrorism is identified as a persistent threat and a key national security
risk.”® In the Strategy the Prime Minister also emphasises that “there is no higher responsibility
for a government than the security of the nation”. 9

Jurisdictions would also like to bring to the ACMA's attention a classified intelligence report that
elaborates on the current and future domestic terrorist threat (particularly paragraphs 29-31).
This document is classified SECRET and may be obtained by contacting ASIO or the Australia
New Zealand Counter-Terrorism Committee (ANZCTC) Secretariat in the Department of the
Prime Minister and Cabinet.

These long-standing national threat assessments have led to extensive funding by Australian
Governments to develop and maintain a nation-wide counter-terrorism capability to respond to
these threats. This funding has come from jurisdictions and the Commonwealth Government,
including through the Special Fund administered by the Commonwealth Attorney-General’s
Department on the basis of advice of the multi-jurisdictional ANZCTC.

Bcounter-Terrorism White Paper — Security Australia, Protecting Our Community, p 7.
 Australian Government, ‘National Terrorism Public Alert System’, National Security website. Available from:
http://www.nationalsecurity.gov.au/agd/WWW/NationalSecurity.nsf/Page/Information_for Individuals_Natio
nal Security Alert System National Counter-Terrorism Alert System
* Council of Australian Government, 27 September 2005 Meeting Communique, p 1. Available from:
httg:([archive.coag.gov.au[coag meeting_outcomes/2005-09-27/index.cfm

“ Counter-Terrorism White Paper — Security Australia, Protecting Our Community, p 7.
" Australian Security and Inteillgence Organisation, 2012, AS/O Report to Parliament 2011-12, p 2. Available

® Department of the Prime Minister and Cabinet, Strong and Secure: A Strategy for Australia’s National
Security, Australian Government, pp 10-11, 16. Available from:

http://www.dpmc.gov.au/national security/docs/national security strategy.pdf

“® Strong and Secure: A Strategy for Australia’s National Security, p ii.

Page 10 of 26





This capability development and maintenance has led to sustained expenditure by all levels of
government on counter-terrorism assets, including tactical response groups {TRGs) within
jurisdictional police forces. The Commonwealth contribution to jurisdictional TRGs has recently
included funding for the acquisition of Bearcat armoured vehicles which are expressly intended
to give them the capability to assault a significant and heavily armed terrorist force. The
scenarios in which a Bearcat would be used are likely to create a very high demand on available
bandwidth. It seems inconsistent to evaluate the threat as justifying funding for a large-scale
assault capability, while at the same time withholding the bandwidth that such an operation

would likely require.

Similarly, all jurisdictions have invested heavily in establishing and maintaining State Crisis
Centres to support the strategic management of major terrorist events. The Australian
Government Crisis Coordination Centre (CCC) in Canberra was established to improve the
Government’s capability to assist in the response to large scale natural disasters or acts of
terrorism. Operating from its temporary premises from September 2010, the CCC coordinated
Australian Government assistance during the Queensland floods, Tropical Cyclone Yasi, the New
Zealand earthquake and Victorian floods.

Australian Parliaments have also considered the likelihood of a terrorist attack to be sufficient
to warrant enacting legislation that could, in the event of an attack, be used to grant
extraordinary legal powers to responders.

These threat assessments by Australian intelligence agencies and the significance attached to
investing in counter-terrorism capability development and maintenance by Australian
Governments appears inconsistent with the ACMA’s determination that it would be
inappropriate to provide high value spectrum for such ‘worst case’ events.,”

3.3 Security Operations for International Events

Jurisdictions further note that other security-related tasks can, and will, impose extremely high
demands on mobile broadband. Major security operations, such as those for the
2011 Commonwealth Heads of Government Meeting (CHOGM) and the future G20 security
operation, place greater demand on broadband services and it can be safely assumed that
Australia will actively seek to host future engagements of this type. While it is possible to
provide for such events through detailed planning and engagement with commercial carriers, a
PSMB network would reduce the reliance upon commercial carriers to deploy additional
infrastructure to meet demand and mitigate the associated operational risks {see sub-section

4.2.2).

* spectrum for public safety radiccommunications, p 15.
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3.4 Small and Medium-Scale Incident Demand Profiles

The ACMA’s omission of the large-scale incident demand profile has also had another
consequence that jurisdictions have serious concerns about - that by not considering large-scale
incidents the demand profiles for both small and medium-scale incidents have also been
effectively disregarded by the ACMA. The use of mobile broadband capabilities at small and
medium, as well as at large, unplanned incidents is considered fundamental to the ability of
PSAs to deliver improved services to the Australian community.

As the ACMA has noted, the large-scale incident demand profile represents the upper limit of
PSA demand profile scenarios.”” In considering the range of scenarios to examine, the PSMB
Steering Committee agreed, at a meeting attended by ACMA officials, that additional scenario
demand profiles would be unlikely to impact the findings as the existing scenarios already
represented an adequate order of magnitude for the various demand profiles (i.e. a lower and
upper limit). 2

This, however, meant that once the large-scale incident scenario was omitted from the ACMA’s
consideration the demand profiles for small and medium-scale incidents also became effectively
disregarded as the revised upper demand limit became those of the business-as-usual and
planned event demand profiles. The demand profiles for small and medium-scale incidents are
expected to exceed those of business-as-usual operations but to be less than those of large-
scale incidents (i.e. a middle range). Additional data demand of planned events will be able to
be more readily addressed through pre-deployment of COWS than is possible during
emergencies. The omission of these demand profiles is of concern to jurisdictions as small and
medium-scale incidents regularly occur - for example, PSAs respond to numerous small-scale
emergencies each year.

Examining the demand profile of these small and medium-scale incidents is essential in
considering the adequacy of the ACMA’s decision as a greater allocation of spectrum may be
able to meet PSAs needs in such circumstances. Jurisdictions note the finding of a
2011 Canadian PSMB study which concluded that, with spectral efficiency improvements, a
20 MHz allocation could be sufficient for PSAs’ responses to small-scale incidents (which can
include severe multi-vehicle accidents, train derailments, aircraft emergency landings etc.).”

Jurisdictions are aware that this Canadian finding was included in the Gibson Quai study,
however Gibson Quai assessed that the assumption used in the Canadian study - that such
incidents are localised events, and subsequently only one cell sector’s capacity is available to
support operations (with any overlap from the adjacent sector) - was overly pessimistic. Gibson
Quai’s view is that there would be at least 3 cells sectors providing coverage at a small-scale
incident, and most likely more.”® lJurisdictions disagree with Gibson Quai’s assessment that at
least 3 cell sectors would be available to support the response to small-scale incidents.

Jurisdictions consider it highly probable that for localised incidents (be they small, medium or
large-scale) the primary PSA response could occur within a single cell sector. For example,

*' Spectrum for public safety radiocommunications, p 15.

291 October 2011, Public Safety Mobile Broadband Steering Committee = 4" Meeting Summary Record, p 3.

%% Lucente, C. February 2011, 700 MHz Spectrum Requirements for Canadian Public Safety Interoperable Mobile
Broadband Data Communications, Defence R&D Canada — Centre for Security Science, pp 8, 39. Available from:
http://www.citig.ca/Data/Sites/1/action700/700mhztechnicalassessmentofpsrequirementsv09final public.pdf

* public Safety Mobile Broadband Demand Requirements, p 22.
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consider a 3 cell sector fixed network site with a radius of 3.65 kilometres {the cell radius used in
the Gibson Quai study for inner metropolitan areas):>>
* the total coverage area for the entire fixed cell site is approximately 41.85 square
kilometres; and
e the coverage area for each of the 3 cell sectors is approximately 13.95 square
kiltometres.

These coverage area calculations increase for the 9 kilometre cell radius used by Gibsen Quai to
calculate the number of network sites required for suburban areas” with the coverage area for:
s the entire fixed cell site increasing to approximately 254.46 square kilometres; and
s each of the 3 cell sectors increasing to approximately 84.82 square kilometres.

it seems entirely probable to jurisdictions that localised emergency incidents (of any scale)
might occur within a single cell sector. For example, there are a number of incidents where it is
expected that the primary PSA response would occur within an area of one square kilometre or
less {e.g. structural fire, building or bridge collapse, hostage siege, severe muiti-vehicle accident,
train accidents etc.). It appears to jurisdictions that it is more likely that such incidents would
occur within a single cell sector than be spread across 2, 3 or even more sectors and that the
operational assumption used in the Canadian study is correct, The operational effects of this on
PSAs are further outlined in Sub-Section 4,1 Mitigation Option 1: ‘Densification’ of fixed
infrastructure.

4, Proposed Mitigation Options

The ACMA has advised jurisdictions that in making spectrum allocation decisions it takes an
evidence-based approach from an economy-wide perspective.”® The ACMA has also identified
four mitigation options it contends could, alongside a fixed network, provide PSAs with
sufficient data capacity during a major urban incident:

1. ‘Densification’ of fixed infrastructure

2. Commaercial carrier overflow

3. Use of transportable infrastructure

4. Radiocommunications Act 1992 {Cth} provisions

This part of the paper outlines jurisdictions’ concerns about technical and operational viability of
the proposed mitigation options and the financial implications of the ACMA’s decision.
lurisdictions request that the ACMA inform the PSMB Steering Committee of the evidence that
has convinced it that these mitigation options “are likely to be more effective in practice”™ (not
efficient) than allocating additional 800 MHz band spectrum to PSAs.

% Gibson Quat AAS Consulting, November 2011, Public Safety Mobile Broadband Delivery Models (Project 2),
p77.
%8 Noting, as advised by the ACMA, that the Gibson Quai study rounded the 3.65 kilometre figure up to 4
kilometres. ACMA 9 November 2012 Presentation to the PSMB Steering Committee — Slide 15.
*7 public Safety Mobile Broadband Delivery Models (Project 2}, p 77.
8 ACMA 9 November 2012 Presentation to the PSMB Steering Committee — Slide 6.
> Spectrum for public safety radiocommunications, p 14.
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4.1 Mitigation Option 1: ‘Densification’ of fixed infrastructure

The ACMA has advised PSAs that, to ensure the data capacity required to support operations on
a 10 MHz spectrum allocation, owners need to increase the density of their fixed network sites
and that there needs to be a balance between the size of spectrum allocations and
infrastructure investments.®® This position of the ACMA towards infrastructure density is
consistent with its advice to industry that it expects commercial carriers to increase
infrastructure deployments in order to ease the pressure on spectrum.®

4,.1.1 Operational Analysis

Across the same coverage area, increasing fixed infrastructure density with a 10 MHz allocation
can result in a comparable total data capacity as a greater allocation (e.g., in comparison to a
20 MHz allocation, through the doubling of network sites). However, multiple PSA responders
at the point of operational need in a specific cell {or part of the cell) will not necessarily have
access to the equivalent level of data capacity as they would with a greater spectrum allocation
(see Figure 1 below for an example).

The Gibson Quai spectrum calculations across all demand profiles (business as usual, planned
event, regional large-scale incidents and inner metropolitan large-scale incidents) assumed that
PSA responders and demand were evenly distributed across the coverage area  This
assumption diverges with the operational experiences of PSAs that indicate responders more
commonly operate in a cluster, or series of clusters, around the most critical point{s) of
response. Gibson Quai noted that where there is an uneven demand distribution (e.g. through
units being&clustered together), a greater data demand peak than that used in the calculations
can result,

For example, during mission-critical operations where PSAs’ primary response is concentrated
around a relatively small area (e.g. within one square kilometre around a large structural fire,
building or bridge collapse, hostage siege, major motor vehicle crash, train crash etc.) a greater
allocation of spectrum is likely to better meet PSAs’ operational needs, even if infrastructure
density has been increased. For example, to achieve the equivalent total data capacity as a
20 MHz network site, two 10 MHz sites covering the same area would be required. This would
however, mean that the total data capacity is divided between 6, as opposed to 3, cell sectors,
which reduces the amount of data accessible by responders at any given point. From a PSMB
network perspective the clustering of responders around the incident site may well occur within
a single cell sector - if this does occur responders could have immediate access to only 50 per
cent of the data capacity with a 10 MMz network compared to a 20 MHz network ({this is
fllustrated in Figure 1}.

The ACMA has recognised that responding to such localised incidents may require significantly
more capacity than a 10 MHz network would provide and identified that deploying 4.9 GHz
‘MESH’ devices as well as transportable infrastructure Cells on Wheels (COWSs) could provide
PSAs with the necessary additional capacity when and where they need it.” Jurisdictions’
operational concerns with this approach are outlined in Sub-Section 4.3 Mitigation Option 3:
Use of Transportable Infrastructure.

8 Spectrum for public safety radiocommunications, p 17.
! Towards 2020 — Future spectrum requirements for mobile broadband, pp 2, 12.
€ public Safety Mobile Broadband Spectrum Quantum Caleulation, p 38.
% public Safety Mobile Broadband Spectrum Quantum Caleulation, p 38.
o Spectrum for public safety radiocommunications, pp 11-12.
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Coverage of 20 MHz Network Cell Site
Example of Unit Clustering Effect

Average data throughput of
each of the thrae cell Incident Site
sectors is approvimately - ag Structural
18 Mbyps {6 Mbps uplink, 12 Fire
Mbps downlink)
Total average data
throughput of the 20 MHz
cell site is approximately
54 Mbps
Responders will
have access to
approximataly
18 Mbps
(6 Mbps uplink,
12 Mbps
downlink}

Coverage of 10 MHz Network Cell Sites
Example of Unit Clustering Effect

Average data
- throughput of each of
_lnmdent celf sector is
Site —eg approximately 9 Mbps
Structural (3 Mbps uplink, 6
Fire Mbps downtink)
Total average data
throughput of one 10
Responders MHz cell site is
will have approximately 27
access to Mbps
approximat
ely 9 Mbps To achieve equivalent
(3 Mbps total data capacityasa
uplink 20 MHz network site,
"} -
6 Mbps two .10 MHz sites
downlink) covering the same
area would be
reguired. This would,
howaever, mean that
Summary s dhided batwaan,
if the fixed network has 10 MHz of as opposed ta 3, celt
spectrum the PSA responders ata sectors, which reduces
relatively small incident site ceuld, even the amount of data
if infrastructure density has been accessible by
increased, potentially have immediate responders at any
access to only 50% of the data capacity given point,
as they would with 20 MHz of spectrum.

Figure 1. Example of Unit Clustering Effect — 20 MHz versus 10 MHz Networks.”

%% Average cell sector data throughput figures are from Motorota’s 4 September 2012 Long-Term Evolution

Technology Demonstration Presentation in Perth.
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Providing PSAs with a greater amount of 800 MHz band spectrum could, even if infrastructure
density has increased, provide PSAs with more immediate capacity at a localised incident site
than a 10 MHz network. This is critical to PSAs as the consequences of these likely incidents
could be major or catastrophic (loss of life, injuries etc.). Even if additional capacity were still
required in such incidents, a greater allocation of spectrum could better support PSAs’
operational responses during the critical time period it would take to deploy COWs to provide
that additional capacity.

4.1.2 Financial Analysis

There is a cost trade-off in designing, building and operating a PSMB 10 MHz spectrum network
in comparison to a hetwork operating on a greater allocation of spectrum.

The ACMA advised the PSMB Steering Committee that it did not expect there would/should be
an increase in network costs between a 10 MHz and 20 MHz allocation.®® This is despite the
evidence provided in the PSMB National Implementation Plan by Western Australia that
estimated an increase in both capital and operating costs to provide, in the greater CBD area
only, comparable total data capacity through a 10 MHz network rather than a 20 MHz
network.*’

Indicative Cost Estimates - 10 MHz versus 20 MHz Networks

To illustrate the cost trade-off that jurisdictions would incur if required to develop PSMB
networks on only 10 MHz of spectrum, indicative cost differentials for select jurisdictions are
outlined below. Table 1 shows as a percentage the estimated increase in financial costs for a
10 MHz network in comparison with a 20 MHz network. It should be noted that these indicative
cost differentials are subject to refinement following further planning and analysis and do not
represent a funding commitment by jurisdictions. They also do not take into consideration any
costs associated with spectrum, design, training or project management.

Indicative Cost Differentials over 15 Years
Jurisdiction (Increase in costs for a 10 MHz network in comparison
with a 20 MHz network)

Australian Capital Territory 40% — 50%
New South Wales 23%

Queensiand 25% - 50%
Western Australia 20%

Table 1. Select Jurisdictions’ Indicative Cost Differentials - Increase in costs for a 10 MHz
network in comparison with a 20 MHz network.

It should be noted that the indicative cost differentials for a 10 MHz network do not necessarily
assume jurisdictions attaining an equivalent data capacity throughout the entire coverage area
as a 20 MHz network. To achieve an equivalent data capacity the number of network sites

% 9 November 2012, Public Safety Mobile Broadband Steering Committee — 13" Meeting Summary Record, p 3.
57 Western Australian Annexure to the PSMB Steering Committee, October 2012, Public Safety Mobile

Broadband National Implementation Plan.
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would have to be approximately doubled and additional costs could be greater (e.g. for New
South Wales, costs are estimated to increase by 51 per cent).”®

Where the indicative cost differentials do not involve attaining equivalent data capacity
throughout the entire coverage area, the differential reflects a greater density of infrastructure
only in those areas where regular higher usage is expected to occur {e.g. for Western Australia,
the estimate assumes increased infrastructure density only in the greater CBD area). This
approach, while reducing additional financial costs, increases the level of risk that:
» within these areas of regular higher usage responders will have less immediate data
capacity at the point of operational need (see Sub-Section 4.1.1); and
* outside of these areas of regular higher usage responders will have less immediate data
capacity which could:
o affect PSAs’ responses to small, medium and large-scale emergencies that occur
in these areas (e.g. bushfires and flooding); and
o restrict PSAs’ ability to accommodate growth in business-as-usual demand
requirements (see Section 2 — Growth in Business-As-Usual Demand Profile).

These risks may be able to be partly mitigated by overflow arrangements with commercial
carriers (noting there are further risks associated with this, see Sub-Section 4.2 - Mitigation
Option 2: Commercial Carrier Overflow). However, jurisdictions note that this would likely
increase the frequency with which PSAs need to access commercial networks, which would
subsequently result in jurisdictions incurring higher recurrent commercial overflow costs than
on a network utilising a greater allocation of spectrum.

Antennae Height Variation

In its technical analysis of the PSMB spectrum requirements, the ACMA considered that the
antennae height assumption used in the Gibson Quai study for fixed network sites was not
representative of that used by cellular networks and that a spectrum recalculation based on a
more likely height figure had an impact on the spectrum requirement.”

Gibson Quai assumed an antenna height of 80 metres above the surrounding ground level. By
lowering the antennae the cell radius reduces significantly and additional cell sites are required
to cover a given region while increasing total data capacity (assuming the same spectrum
allocation).”

To assess the financial implications of reducing the antennae height New South Wales
commissioned UXC Consulting {formerly Gibson Quai) to conduct an analysis of the impact this
would have on infrastructure density. UXC recalculated the number of network sites that would
be required to provide coverage to the same geographical area (containing 80 per cent of the
New South Wales population) based on antennae height variations of 80, 40 and 20 metres.
UXC estimated significant increases in New South Wales PSMB costs, ranging from 72 per cent
to 364 per cent.”*

%8 UXC Consulting, November 2012, PSMB Spectrum Impact Analysis NSW Telecommunications Authority, p 6.
% Spectrum for public safety radiocommunications, p 16,
7® pSmB Spectrum Impact Analysis NSW Telecommunications Authority, p 4.
" pSMB Spectrum Impact Analysis NSW Telecommunications Authority, p 5.
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Conclusion

Jurisdictions recognise that the ACMA’s position towards PSMB infrastructure density is
consistent with its advice to industry that it expects commercial carriers to increase
infrastructure deployments in order to ease the pressure on spectrum.”

Jurisdictions consider that an approach requiring greater infrastructure density is suitable for
market-oriented organisations, such as commercial carriers, which generate financial profits
from their use of the spectrum that can be reinvested in additional infrastructure, and whose
networks are designed for average usage throughout the network. lJurisdictions do not,
however, consider that this approach is suitable for PSAs, which are focused on providing public
services in order to protect lives and property, and require networks designed for peak usage in
concentrated areas with a critical Grade of Service that exceeds that of commercial entities.
PSAs do not generate profits that can be reinvested in additional infrastructure. Any additional
investment would need to come from State and Territory Governments and would involve
diverting investment away from other community services that also produce a public benefit.

As indicated above, the total additional infrastructure investment required by States and
Territories is likely to be substantially more than the commercial value of the additional
spectrum indicated by the Commonwealth. It would also represent a significant cost shift from
the Commonwealth to the States and Territories.

Jurisdictions appreciate that in making spectrum management decisions the ACMA seeks to
balance the cost of deploying additional infrastructure against the overalf value of spectrum
{i.e. not only assessing additional deployment costs against the commercial value of the
spectrum). Jurisdictions request that the ACMA factors into its consideration of the overall
value of spectrum the opportunity costs of additional State and Territory Government
investments required to build and operate PSMB networks with a lower spectrum allocation -
investments that would not provide PSAs with the same level of operational support as a higher
allocation of spectrum, and would otherwise be used to fund other community services that
produce public benefits.

4.2 Mitigation Option 2: Commercial Carrier Overflow

Another mitigation option the ACMA has identified to provide PSAs with additional data
capacity during a major urban incident is the establishment of overflow arrangements with
commercial carriers.”® Jurisdictions agree that arrangements with commercial carriers will form
part of a PSMB capability and note this has been accepted throughout the work of the PSMB
Steering Committee. Jurisdictions do not, however, consider that overflow arrangements with
carriers replace the need for an adequate provision of dedicated 800 MHz band spectrum.

Jurisdictions have significant concerns about the effectiveness of overflow arrangements in
providing responders with a significant portion of the additional mission-critical data capacity
that would be needed during a major urban incident. These reservations were noted in the
PSMB National Implementation Plan, endorsed by SCPEM and treated as evidence by the ACMA
in its PSMB decision making proc:ess,?5 which identified that commercial “networks are known to

2 Towards 2020 — Future spectrum requirements for mabile broadband, pp 2, 12.
I Spectrum for public safety radiocommunications, p 17.
7 Spectrum for public safety radiocommunications, p 14.
> spectrum for public safety radiocommunications, p 14,
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present issues when congested or otherwise under duress such as.. during emergency
situations”.’®
Jurisdictions’ concerns are also supported by the Gibson Quai study which found that “[p]ublic
[s]lafety requirements for mobile broadband do not map well onto the existing mobile
broadband commercial service best effort offerings, whilst at the same time require access to at
least the same capability of a commercial network user. Specifically PSAs have a need to allow
for well-defined service levels which are expected to provide a level of availability, robustness
and consistency of performance that is keeping with critical nature [sic] of public safety

. 77
operations”.

4.2.1 Technical Analysis

The ability to roam or overflow onto a commercial network(s) is recognised by jurisdictions as a
mitigation option but with caveats and noting that it requires significant detailed planning. It
also requires cooperation amongst stakeholders to be of significant utility to PSAs, as the rich
ecosystem of frequency bands and standards does not assure the ability of a PSA device to roam
from a PSA network onto a commercial network(s) in times of need.

Among the three major commercial carriers which provide mobile broadband services in
Australia, each has access to a number of frequency bands and standards to deploy their
networks. For example, currently the carriers operate their mobile telephone networks on the
frequency bands below (noting that in the future the 700 MHz and 2500 MHz LTE bands will also
become available):

Network Type Band Carriers Notes
2G 900 MHz Optus Main frequency for Australian GSM
GSM + GPRS Telstra (2G) mobile carriers
Vodafone
1800 MHz Optus Supplementary frequency for
Telstra Australian GSM (2G) mobile carriers
Vodafone
3G (UMTS) 850 MHz Telstra Used for Telstra's NextG 3G network
WCDMA + Vodafone Used mainly for Vodafone USB
HSDPA modems
900 MHz Optus Used by Optus (Yes G) and Vodafone
Vodafone 3G networks in rural areas
2100 MHz Optus The standard 3G frequency for Optus,
Telstra Vodafone and Telstra's non-NextG
Vodafone services
4G 1800 MHz Optus Presently used only for 4G data
LTE Telstra devices

Table 2. Australian commercial carriers’ frequency bands for mobile telephone services.”®

Whilst there appears to be a high level of harmonisation between frequency bands and
standards, the varying combinations worldwide present device manufacturers with
unprecedented challenges to deliver seamlessly workable and affordable devices. Figure 2

’® public Safety Mobile Broadband National Implementation Plan, p 5.

"7 public Safety Mobile Broadband Spectrum Quantum Calculation, p 5.

’® Access Communications Pty Ltd, Australian Mobile Telephone Networks. Available from:
http://www.accesscomms.com.au/reference/mobnet.htm
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outlines some of the radiofrequency bands in which mobile telephone services are provided
globally. It is noted that in Australia the following radiofrequency bands are also, or are planned
to be, utilised:

e GSM900
e GSM1800
e |TE700

e LTE1800

NORTH AMERICA EUROPE CHINA JAPAN
- UMTS/CDMA AWS . UMTS2100 + UMTS/CDMA2100 + CDMA/UMTSB50
- UMTS/CDMA1900 . UMTSS00 « CDMAS50 « UMTS/CDMA2100

* UMTS/CDMAS50 « CDMA450 + CDMAA450 = UMTS1700

SOUTH KOREA
+ UMTSB50

SOUTH AMERICA

= CDMA1700
INDIA AUSTRALIA
+ CDMABS50 « UMTS2100
el
My . UMTS2100 » UMTS850
- UMTS900
LI | 0

Figure 2. Global Radiofrequency Bands.”

The technical success of this mitigation option is heavily dependent upon the availability of
devices with chipsets compatible with PSAs’ networks (800 MHz and 4.9 GHz bands) and
commercial network infrastructure in the geographic location where the roaming is to take
place. Jurisdictions have been advised that currently one chipset vendor can provide seven
different radio access modes within one device on a single chip layer which significantly reduces
cost, whereas other vendors require multiple chips, increasing cost and complexity while
reducing reliability.

Jurisdictions note that the diverse range of radiofrequency bands used globally by commercial
carriers and the relatively small Australian PSA market leads to uncertainty about whether
jurisdictions will be able to procure suitably compatible devices from vendors and, if such
devices are available, whether they will be able to obtained at costs that leverage economies of

scale.

® Qualcomm Inc. Presentation at the 2011 Industry Analyst Summitin Istanbul, Turkey.
Available from: http://www.qualcomm.com/media/documents/files/emea-summit-modem-leadership.pdf
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4.2.2 Operational Analysis

The first few hours of a mission-critical operational response are generally considered by PSAs
to be the most important period in which to save lives and property. For responses to major
urban incidents, the initial PSMB capability that responders would be reliant on would be the
fixed PSMB network and any overflow arrangements with commercial carriers.®

Availability

The availability of commercial networks during emergencies is a significant risk for PSAs. There
is a demonstrated history of carrier networks failing during emergencies due to direct (e.g. fire,
flood) and indirect (e.g. power outages) impacts. For example, during the 2010-11 Queensland
Floods commercial carriers’ network sites were disrupted in many locations. Power outages
were the cause of many of these disruptions.®* Again in 2013, damage to infrastructure caused
by the Queensland flood events resulted in significant disruptions to commercial networks™®
with a Member of Federal Parliament noting “...the on-off collapse of the entire telco system
throughout north-eastern Australia during what was a relatively contained natural disaster, with
Gladstone to Cairns to Mount Isa having only intermittent triple-0 emergency service over 24

hours, and leaving internet reliant services...inaccessible” ®*

Another recent example is from the USA during Hurricane Sandy in October 2012 where 25 per
cent of commercial cell sites across 10 states were estimated to have been disabled for multiple
reasons, including downed towers, widespread electrical outages, drained backup batteries and
flooded generators.*”®

The fragility of commercial networks is contrasted to the comparatively greater reliability,
robustness and resilience of a PSA network. This was demonstrated during the June 2012
extreme storm event in Perth, during which power outages caused disruptions to a large
number of carrier network sites in some areas for up to three days, while the Western Australia
Police low-speed data network was able to be sustained through greater system resilience
augmented with battery-backed power systems, real-time system monitoring and deployment
of maintenance staff with transportable generators as needs dictated. This meant that support
for police operations was able to continue throughout. Recognition of the need for reliable and
robust radiocommunications support for PSAs’ mission-critical operations has also underpinned
jurisdictions’ investments in independent PSA voice radio networks which are built to a higher
standard of resilience and redundancy than those of commercial networks, and with
appropriate support mechanisms.

# public Safety Mobile Broadband Delivery Models (Project 2), p 35.

8 Queensland Floods Commission of Inquiry — Interim Report, August 2011, p 222. Available from:
/fwww.floodcommission.ald.gov.au/publications/interim-report

# Telstra, ‘31 Jan update: Communication impacts due to flooding in Queensland’, Media Release, 31 January

2013. Available from: http://www.telstra.com.au/abouttelstra/media-centre/announcements/31-jan-update-

communication-impacts-due-to-flooding-in-gueensland.xml

8 Lui, S., ‘Telcos battle Queensland floods’, ZDNet, 28 January 2013. Available from:

http://www.zdnet.com/au/telcos-battle-queensland-flood-7000010394

¥ House of Representatives Hansard, Tuesday 5 February 2013, p 10 (The Hon Bob Katter, Member for

Kennedy).

® parker, T., ‘Hurricane Sandy exposed flaw in public-safety LTE plan’, Fierce Broadband Wireless, 10

December 2012. Available from: http://www.fiercebroadbandwireless.com/story/hurricane-sandy-exposed-

flaw-public-safety-lte-plan/2012-12-10#top select
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Priority Access and Quality of Service

Even when commercial networks remain functional during emergencies they are very likely to
experience greater than usual usage from customers. This can result in network congestion,
posing additional risks for responders’ access to these networks at such times. This was
demonstrated during the March 2010 extreme storm event in Perth when a PSA, which was
solely dependent on arrangements with commercial carriers for its mobile data communications
capability, was unable to access the commercial networks due to network congestion.

Entering into priority access arrangements with commercial carriers is expected to allow
responders to access commercial networks during times of congestion {which would not be
limited to emergencies but also planned events such as New Year’s Eve and Australia Day
celebrations). In their technical study Gibson Quai assumed that priority access and quality of
service arrangements with carrier were included in all PSMB delivery models.®

lurisdictions’ concern is that there is currently a large degree of uncertainty that entering into
such arrangements with commercial carriers is possible. Jurisdictions’ understanding is that
PSAs in the USA have been unable to reach agreement with carriers on priority access
arrangements, primarily due to carriers’ concerns about their exposure to legal liability claims
from other customers who would need to be deprioritised. The Gibson Quai study noted that
legal issues like this could also arise in the Australian context.”’

Network Management and Carrier Capacity

if priority overflow of mission-critical and operational PSA traffic onto commercial carrier
networks were possible, the Gibson Quai study identified that it would “need to be managed,
prioritised and rationed by the PSAs as the carriers may also have insufficient capability at any
point in location or time” % Ta make most effective use of the carrier data capacity, PSAs would
need to have the ability to manage and control responders’ use of the commercial networks in a
similar way as they would be able to on the PSA network. Other issues to be considered include
the need for processes to enable the seamless transfer or handoff of data communications
between PSAs and carrier networks, including security and encryption. Like priority access and
quality of service arrangements, the likelihood of being able to reach agreement with carriers
regarding network management is currently uncertain.

The need for such network management is driven by the likelihood that commercial networks,
designed for average usage throughout the network, may not have sufficient capacity to provide
responders with enough additional data capacity to accommodate PSAs’ needs during peak
usage in concentrated areas. Jurisdictions also note that commercial networks are designed for
larger download capacity, which is contrary to the PSA operational models where the upload
demand has been found to be greater.®’

Conclusion

Jurisdictions hope that suitable and reasonable arrangements with commercial carriers (e.g.
public interest charges) are able to be entered into so that the PSMB capability is enhanced.

% public Safety Mobile Broadband Delivery Models (Project 2), p 7.
¥ public Safety Mobile Broadband Delivery Models (Project 2}, p 46.
® public Safety Maobile Broadband Delivery Models (Project 2}, p 50.
% public Safety Mobile Broadband Demand Requirements, p 12.
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Jurisdictions note that Telstra has expressed interest in reaching priority access arrangements
with Australian PSAs, but consider that this should not be considered as evidence that suitable
arrangements will eventuate, as negotiations have yet to commence and some of the elements
of Telstra’s proposed approach may not be possible (e.g. access by Telstra’s public customers to
public safety spectrum when not required by PSAs).” The suitability of Australian carriers’
networks for mission-critical public safety data communications has also not been proven.
Jurisdictions note that reporting from the USA indicates that some carriers have acknowledged
that their networks are not up to the standard required for mission-critical public safety
operations and would be suitable only for lower-priority usage.g1

To reduce the level of risk associated with commercial overflow arrangements, jurisdictions’
preference is that a regulatory framework underpins any priority access, quality of service and
network management arrangements with commercial carriers. Jurisdictions note, however,
that this would not mitigate the risks associated with carrier network availability. Jurisdictions
consider that these risks need to be managed by reducing the level of PSAs’ dependency on
commercial networks through the reservation of additional 800 MHz band spectrum for public
safety use.

4.3 Mitigation Option 3 — Use of Transportable Infrastructure to Increase Data Capacity in
Localised High-Demand Areas

The ACMA has identified the use of COWSs as one of the mitigation options PSAs can use to
adequately increase their data capacity in localised high-demand areas (e.g. major urban
incidents, planned events etc.)

Jurisdictions note that a 10 MHz network would lead to a greater reliance on COWs for two
reasons:

1. the data capacity available to PSAs from the fixed network at localised incident sites
could be significantly less (see Sub-Section 4.1) and would likely require more frequent
use of COWs in PSAs’ operations; and

2. the number of COWs required to provide adequate supplementary data capacity at
incident sites would likely be greater as a 10 MHz COW would have less capacity than a
COW that can utilise more spectrum (e.g. a 10 MHz COW would have approximately half
the capacity of a 20 MHz COW).

4.3.1 Technical Analysis

The operational application of 4.9 GHz solutions to supplement public safety maobile broadband
capacity is highly constrained by the following factors:
e limited coverage range - if the site antenna is not directly visible, the likelihood of
maintaining a reliable connection is low;”
e multipath performance and high particle environments (smoke) put reliahility of 4.9 GHz
propagation at risk in the vicinity of the incident;

*® Telstra, November 2012, Delivering 4G/LTE Mobile Broadband for Emergency Services, p 10. Available from:
://www.telstra.com.au/business-enterprise/download/document/business-4g-lte-mobile-broadband-

emergency-services.pdf

*! seybold, A., ‘Partnerships and Public Safety Broadband’, Public Safety Advocate, 2 November 2011. Available

from: http://andrewseybold.com/2745-partnerships-and-public-safety-broadband

*2 parker Fire Protection District, April 2006, Colorado 4.9GHz Project, p 1. Available from:

http://people.cs.clemson.edu/~imarty/projects/PublicSafety/Colorado49GHzProject.pdf
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e current 4.9 GHz product does not support LTE technology; and
e no seamless and secure integration references between Wifi (4.9 GHz) and public safety
LTE (800 MHz) exist today.

Transportable cell solutions require access to a viable and consistent transmission solution
throughout the proposed deployment area/region. While fixed cell-sites can be implemented
with (very) high capacity fibre optic or microwave transmission, a transportable sofution would
be either limited to the capacity of “commercial grade” {relay) urban solutions, or pre-
deployment of a wide area Muitipoint Distribution System. Access to a dedicated and suitable
wideband spectrum allocation to facilitate transportable deployments may require 4.5 GHz
spectrum to be provided for transmission and not the terminal air-link.

4.3.2 Operational Analysis

The Gibson Quai study noted that the use of COWs raises a number of operational issues and
risks for PSAs.®® In the context of unplanned events the initial PSMB capability available to
responders would come from the fixed PSMB network and PSA priority access arrangements
with commercial carriers™ (if such arrangements are able to be established and the commercial
network(s) is available in the circumstances).

The operational risk of utilising COWSs in unplanned event scenarios relates to the time it takes
to deploy them. This issue was identified by Gibson Quai as needing to be taken into account in
considering a PSA spectrum allocation.”

increased reliance on COWSs is of considerable concern to jurisdictions as the time taken to
deploy them to incident sites would overlap with the first few hours of an incident. These first
few hours are generally considered by PSAs to be the most important period of a mission-critical
operational response. Lack of sufficient data capacity during this period is likely to magnify
operational risks and would lead to an increased level of risk that lives will be lost and property
damaged.

Even if PSAs apply a range of measures to minimise the time for COW deployment there would
still be uncertainty about their availability to support responders in the critical period. Once a
decision is made to deploy a COW(s) there are a number of factors that will impact on
deployment time - including the time it takes to transport, select a suitable location, estahlish
backhaul connections, and test and commission. This is assuming that the COW is even able to
access the incident area which, depending on the nature of the incident, is not guaranteed, and
that backhau! can be established. Microwave backhaul requires line of sight which may be
difficult to effect due to buildings and land formation.

The short-range coverage of COWs can also be of operational concern when the incident itself
does not occur in a static location but is dynamic and moves over a wider geographical area (e.g.
bushfires or floods}.”® In such circumstances it is possible that COWs will have to be
repositioned {in some cases more than once) to provide responders with supplementary
capacity where they need it. The time it would take to redeploy COWs, and possibly re-establish

® public Safety Mobile Broodband Delivery Models (Project 2), p 8.
* public Safety Mobile Broadband Delivery Models (Project 2), p 35.
** public Safety Mobile Broadband Spectrum Quantum Calculation, p 46.
* Eloods and bushfires can oceur in the areas proposed for PSMB network coverage - e.g. The 2010-11
Queensland Floods occurred in metropolitan areas and the 2011 Perth Hitls Bushfires occurred within the
proposed Western Australian PSMB network coverage area,
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backhaul connections, would further restrict the reliability of their coverage and reduce their
accessibility by responders.

These collective concerns were expressed by the City of New York in 2010:

“Public safety emergencies occur in all areas, not merely in pre-defined or anticipated
locations. Time is of the essence when lives are at stake. It is far more desirable for
public safety first responders to have a wireless network in place that provides
adequate broadband coverage in all locations than to call in a special unit to deploy an
ad-hoc network. Incidents that unfold quickly or change locations further underscore
the need for ubiquitous broadband network coverage rather than relying on ad-hoc
networks to be set up and broken down repeatedly. Fixed wireless network assets are

a much more permanent, reliable and effective solution for public safety”.”

These concerns have contributed to jurisdictions’ preference for a greater allocation of 800 MHz
band spectrum, based on an assessment that there would be a lower level of operational risk in
comparison to a 10 MHz allocation as:

e in the time taken to deploy or redeploy COWs responders would have access to more
data capacity per fixed cell sector (see Sub-Section 4.1 Mitigation Option 1:
‘Densification’ of fixed infrastructure); and

e when COWs are utilised the data capacity per COW would be greater which could reduce
the number required for an incident. By decreasing the number of COWs the level of
logistical risk associated with deploying additional infrastructure is expected to be
reduced (e.g. not having to identify as many suitable locations, establish more backhaul
connections, undertake as much testing etc.).

4.4 Mitigation Option 3: Use of Radiocommunications Act 1992 (Cth) Provisions

The ACMA has suggested that additional spectrum could be made available to meet the needs
of public safety agencies in extreme circumstances through provisions in the
Radiocommunications Act 1992 (Cth) that would allow the ACMA to authorise PSAs to operate
concurrently in other licensees’ spectrum (section 27); or to clear other licensees from areas of
spectrum and give PSAs access to the cleared spectrum (Part 4.4).

4.4.1 Technical Analysis

The ACMA has stated that Part 4.4 provisions have never been utilised. To date, the need to
make use of this provision in the legislation for voice communications has not been necessary as
there have been sufficient resources to satisfy demand. With growing need for spectrum, this
may change.

Regardless of the provision within the Act, without a determination from the Commonwealth on
the technical parameters defining the use of the additional spectrum, it is impossible to
implement any strategy to use it. In addition, without a determination, compatible equipment
that would enable immediate use of the additional spectrum cannot be purchased nor deployed
by jurisdictions.

%7 City of New York, February 2010, 700 MHz Broadband Public Safety Applications and Spectrum
Requirements, p 12. Available from: http://andrewseybold.com/wp-content/uploads/2010/03/700MHz-
Whitepaper-on-Spectrum-Feb-2010-FINAL.pdf
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4.4.2 Operational Analysis

In the State and Territory Technical Experts Meeting convened by the ACMA on
19 November 2012, the ACMA indicated that the section 27 provisions have been used in
Australian Defence Force (ADF) war game exercises. It would be useful to test these provisions
in an emergency management context, although jurisdictions note that ADF exercises, with their
significant preparatory lead time, are similar to PSAs’ preparations for large-planned events
rather than sudden-onset major urban incidents.

Part 4.4 of the Act provides for exclusive access to additional spectrum in extreme
circumstances through the Governor-General declaring a period of emergency and the Minister
subsequently making and publishing a restrictive order regulating the use or operation of
communications equipment in a specified area. The Minister can only make a restrictive order if
it complies with guidelines on restrictive orders that are in force® {jurisdictions understand that
no such guidelines are currently in place). Further, the order cannot come into force before the
date/s of publication in the Gazette of the Governor-General’s declaration and the Minister’s
order.”® The operation of these provisions is untested and it seems highly unlikely that they
could be used to enable time-critical surge capacity in an emergency, due to the length of time
required firstly for decision-making, approval and publication processes, and secondly to give
effect to the decision (i.e. clearance of spectrum for PSA use).

This gives rise to the same operational time-delay issues as deploying COWs - that data surge
capacity is likely to be unavailable during the time it is most needed. Given the untested and
unproven utility of these provisions, assumptions about their operational effectiveness should
not be relied upon as evidence in the evaluation of the adequacy of public safety spectrum
decisions.

5. Conclusion

Jurisdictions consider that the policy, technical, operational and financial concerns outlined in
this submission are sufficient to warrant the ACMA’s reconsideration of the size of its 800 MHz
kand in-principle reservation for PSAs.

Jurisdictions request that the ACMA engages with jurisdictions to assess the option of making an
additional allocation of 800 MHz band spectrum for public safety purposes. As part of the
proposed assessment, jurisdictions ask that the ACMA factors jurisdictions’ concerns into its
calculation of the overall value of any additional spectrum, including the:

» higher level of operational risks PSAs would be exposed to in mission-critical operations
with a lower spectrum allocation and the subsequent impact this could have on
achieving better public safety outcomes;

s opportunity costs of additional investments by State and Territory Governments in
building and coperating PSMB networks with a lower spectrum allocation - investments
that would otherwise be used to fund other community services that produce a public
benefit; and

¢ high-value whole-of-community benefit of using spectrum for public safety purposes —a
high value reflected in the expectation the Australian community has that PSAs will have
the resources they need to effectively conduct business-as-usual and emergency public
safety operations.

*® Radiocommunications Act 1992 {Cth) sections 219, 222 and 230.
** Radiocommunications Act 1992 (Cth) sections 212 and 222,
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Telcos declared nearly 100 more mass service disruptions (MSD) on
landline services in the 2012-13 financial year compared to the previous
year, according to a report by the Telecommunications Industry
Ombudsman.

Telcos can declare an MSD when a natural disaster or extreme weather
cause service problems for many consumers in an area. The declaration
exempts the telco from having to pay compensation to affected consumers.

In the 2012-13 financial year, 23 telecom service providers declared 584
MSDs, the TIO report said. Some of the exemptions were extended up to
four months and were applied to capital cities and other large or densely
populated areas, it said.

[ Receive up-to-the-minute news on telcos in Computerworld's Telecoms
newsletter ]

An exemption relating to floods in Victoria covering metropolitan Melbourne
and western Victoria was declared from 8 to 29 March and then extended
to 31 May, according to the TIO report.

Heavy rains and flooding also led to an MSD declaration covering
metropolitan and greater Sydney and the Hunter, Central Tablelands and
lllawarra districts in New South Wales. That exemption originally ran from
29 January to 1 March but was extended to 3 May.

Bushfires in Tasmania resulted in an exemption in early January while
“damaging winds” caused another for the entire state more recently, the
TIO report said.

“The increase is a reflection of the number of severe weather events which
occurred over that period, and the location and severity of those events,” a
Communications Alliance spokesperson told Computerworld Australia.

TIO Simon Cohen is “aware of the frustration that consumers experience
when they have a delay in getting a service repaired or connected,” Cohen
said in a statement.

"However, when there are circumstances beyond any company’s control,
such as a natural disaster, it may be unreasonable or unrealistic to hold a
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Weather, telecom, flood, previous quarter, but decreasing 23.3 per cent decrease compared to the Internet connections. It captures the ...
natural disaster same quarter in 2012.

The TIO attributed most of the year-on-year reduction to 30 per cent fewer
mobile phone complaints.

However, complaints about faults in landline and internet services
increased, it said. Complaints about fully unusable services increased to
2,507 issues, while those about delays in connecting new services
increased to 2,339 issues, it said.
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